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It makes no warranties, express, implied, or statutory, by
publishing this document.
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Preface
The purpose of OSSCOM project is to setup linkage systems between partner country
institutions and enterprises to support transformative technical education and
rejuvenation, build open source software (OSS) hubs and communities, and enhance
technology access to societies at large. Technology centers are setup in partnership with
enterprises to provide coordinated support and resources for developing and enabling
an environment for large scale OSS technology outreach and its use in institutions.
By attracting higher education (HE) institutions and industrial partners from the PC
and Europe, OSSCOM represents a large OSS capacity building, entrepreneurship, and
technology support project in the region. Its ultimate goal is to enhance linkages between
HE institutions and enterprises in order to motivate better technology education, build
OSS community of practice, and boost economic development. OSSCOM road map is to
establish links with enterprises for relevance of ICT education; setup OSS technology hubs
to provide support to communities and promote innovation and business acceleration;
develop OSS technology resources; facilitate the adoption of OSS as feasible alternatives
to proprietary software; and create entrepreneurship incubators and business start-up
facilities. OSSCOM approach is comprehensive and wide-ranging in geographical coverage
in the partner countries. Activities span the whole cycle of integration, from setting
up links with enterprises and establishing specialized OSS technology centers to the
integration of OSS into education and learning systems and transformation of innovation
and business startups. OSSCOM plays an important role in disseminating OSS resources,
providing technical support, and creating awareness at the policy level in Jordan and
Lebanon towards a national move to adopting OSS technologies and making available
affordable technologies to citizens.

Salem Al Agtash, GJU
Mwaffaq Otoom, YU
Rainer Herpers, BRSU
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Chapter 1:
Introduction
Salem Al-Agtash,
German Jordanian University, Madaba, Jordan
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1.1

The Rationale

Jordan and Lebanon are seen to have a fast growing population with youth facing increasing
unemployment. Up-scaling education and training efforts need to be implemented to
capture the potential of “youth” and limit the possibilities for uprising violence. Today’s
historical circumstances in the Arab region, in general, - with millions of young people
expressing their strong desire for change towards better living conditions -, present a unique
opportunity to make a big change. Transformative technical education and rejuvenation
through partnership with enterprises is critically needed to prepare graduates with skills
that are required by the job market, and even further equip them with entrepreneurial
skills to support innovation and contribute to the rise of more small and medium enterprise
(SME) and business startups. Now, more than any time in the past, the region is in the
position to address its challenges together, and in so doing, calls on its common heritage,
language and history. Modern ICT offer a great potential to support this change as well as
to integrate the Arab region in the global knowledge society and economy.
Several countries, including Jordan and Lebanon, are now making extensive use of ICT to
modernize their economies and education systems and build innovative workforce for the
future. The key advantage of OSS is not the royalty free use of it, - it is the availability of
the sources and the possibility of integration in the development process without cultural,
monetary or strategic barriers, as it is given in proprietary software. The availability of
free sources and knowledge about OSS creates not only educational, but also commercial
opportunities. By getting more knowledge of OSS, more base technologies can be made
available and customized to help create SMEs and contribute to national GDPs. Such
technologies like infrastructure services, system administration, software development,
and consulting can be easily provided as service based businesses. Contrary to proprietary
software, OSS does not require third party license fees, is freely accessible, and can enable
variety of local business scenarios. The core aim of OSSCOM is to create a large -scale OSS
software workforce, expertise, and development resources through nurtured partnerships
at universities. Therefore, OSSCOM is seen to address concerns of HE ministries in Jordan
and Lebanon related to stagnation of skills and increasing unemployment in ICT. OSSCOM
contributes to creating more jobs to ICT graduates in consonance to PC workforce and
ICT sector development strategies. This intervention on partnership with enterprises and
specifically OSS domain is apparent with PC universities lacking effective industry linkages
as well as prominent expertise in OSS knowledge domain. Partnership with enterprises is
a national and regional priority in this call, which this proposal addresses as it is related to
the expertise and domain of knowledge of OSSCOM partners.
Our general underlying objective, motivated by a global move towards better access to
information and knowledge (the UN ICT4D, WIS, the EU “Financing ICT4D” approach),
is to install innovative partnership structures that link with enterprises towards a wider
spread of OSS and strengthening quality and relevance to OSS technology education in
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the PC countries. Our approach is to strive for a wider dissemination to enhance access to
technology resources. OSSCOM leverages EU partner experiences in linking to enterprises.
It aims to create synergies among national partner institutions with a goal to build links
with enterprises and help support the development of OSS communities and innovation
environments. Partners have contributed to developing OSS resources and products at
a larger scale through inviting regional key stakeholders, such as ministries, educational
institutions, enterprises, and civil society. OSSCOM plans to help support installing
OSS as feasible alternative to proprietary software in many institutions, enterprises,
and communities at the national levels, providing a means of reducing the cost of ICT
investment and offering a potential for more flexible and faster technology innovation.
OSS centers of excellence serve as OSS hubs at universities to build the backbone of EU-PC
community of practice. They host OSS applications, provide support services, as well as
education and training resources for the society at large. The EU partners provide expertise
to help build capacity in OSS teaching and learning and provide technical assistance to
establish relevant OSS technology centers. The idea is that based on the “critical mass”
of regional OSS centers, service providers grow next to these centers, which offer their
professional services in the PC region. Once a stable network of OSS competence centers
is established at academic institutions in partnership with enterprises, it is a small step to
expand to communities and so bolster open source competitiveness with a goal to have
OSS as a feasible alternative solution to the proprietary software that is out of reach for
most local entrepreneurs. Such motivation is driven by a need to:
1. Identify critical needs for a widespread adoption of ICT and making its benefits available
to more people,
2. Develop OSS resources then communities,
3. Address the needs to lower cost of access and reduce barriers to ICT use and diffusion
in key sectors: enterprises, governments, education, tourism, and agriculture,
4. Enhance scientific collaboration among intellectuals, and
5. Promote public awareness and opportunities in OSS technologies. Our ultimate goal is to allow
non-rich people in the PC countries (a designation that includes, conservatively 95% of the
population) a fair chance to access ICT resources for learning, use free programs competently,
create useful software, and share their expertise in the advancement of ICT locally and regionally.

1.2. The Content
OSSCOM aims at supporting PC institutions to strongly link with enterprises, with a goal
to build large-scale OSS resources, knowledge, and expertise through a network of OSS
communities. The main aspects of OSSCOM are:
1. HE institutions that promote partnership with enterprises;
2. Universities with rejuvenated technology education using OSS and strengthened
excellence of faculty and students;
3. Society with increased access to affordable ICT resources made available through
established technology centers in OSS;
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4. Partnership models on basis of advanced technology parks for open source in the
general and in the specific context of partner country;  and
5. Cultural and local requirements for relevant open source software applications.
OSSCOM consists of the following main phases:
1. Evaluation of technical prerequisites and criteria of industry linkages and OSS
technologies at PC institutions.
2. Acquisition of knowledge and expertise through cooperation with EU institutions to develop
partnerships and OSS resources and build OSS capacity among faculty and student communities,
3. Establishing centers of excellence in PC institutions as partners in the change towards
the use of OSS and in providing support services and on-line learning resources,
4. Building viable communities of practice to promote open source usage as well as
develop entrepreneurial skills and motivate and incubate business startups,
5. Developing partnership with enterprises to strengthen university-industry linkages
and build technology parks for increased innovation in OSS,
6. Creating OSS awareness in key sectors: government, education, tourism, agriculture,
and rural and civil society institutions.
OSS based teaching and learning are enhanced in many different ways:
1. Revise core courses to accommodate OSS principles, tools, and products. Such courses
include Operating System, Programming, Software Architecture, Software Design,
Networking, Artificial Intelligence applications, and others.
2. Adapt and localize widely used open source products to provide cheap alternatives to those,
which are widely used such as: office suites, operating system, and other applications.
The products together with useful documentation are made available locally to faculty,
staff, and students for teaching. Certification in OSS has been introduced similar to other
ICT qualification certificates to measure skills acquired and competencies.
3. Develop a professional diploma program with a focus on OSS tools and products
targeting technical employees in organizations, institutions, and public agencies.
OSSCOM has motivated the involvement of different stakeholders, including:
1. Faculty and engineers build up OSS expertise and knowledge/ information repositories.
This represents the nucleus for sustainable OSS centers of excellence.
2. Students build up OSS expertise during their study in the OSS revised curricula and by
participating in OSS activities in the technology centers and in their senior projects
3. Students use open source products for documentation and presentation during their
studies and as examples in software engineering, design, architecture and other related
Engineering courses
4. Enterprises are linked to universities for joint cooperation in developing OSSCOM
concepts and operations
5. EU academic and enterprise partners assist in developing OSS resources, building OSS
capacity, and facilitating knowledge/ technology transfer to PC institutions
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The inclusion of OSS products in teaching and learning enable new didactical forms:
1. Studying and enhancing existing projects of medium to large scale enables a realistic
application of project methodologies
2. Learning outcomes that are difficult to realize if students always build up projects
from scratch can be more realistically and more naturally included in curricula, e.g.
understanding code, code readability, coding styles, and documentation.
3. Interactive content and e-learning sequences can be provided and made available in
a joint effort on a wider scale, and thus can widen the number of different didactical
methods in PC institutions.
Equally, OSS allows addressing different relevant aspects related to the definition and objectives
of open source in education, including different business models, digital divide, copyright,
intellectual property, software piracy, and information society inclusion and exclusion. The
learning resources at institutions has undergone a modernization process to accommodate new
development investigated in OSS technologies. The diverse domain expertise developed in OSS
created a framework for modernization and revisions. Some of the activities focus on development
of material to create a new trend in the teaching and learning at the partner institutions.
Not only has OSSCOM been focusing on implementing open source software, but also
on developing partnership with enterprises to facilitate access to open source software
products, collect and document knowledge and experiences, and adapt variety of software
applications to regional requirements. Participating institutions cooperate in building and
sharing excellence in OSS and create hubs of knowledge in OSS for building communities
in emerging technological trends.
These centers coordinate their development efforts and specialization. Each center builds
specific competencies for a well-defined area and makes its knowledge available. To do so,
common servers are built up to provide OSS support services, content, as well as access to
knowledge and information repositories.
The local centers of excellence build up local free and open source communities and are
responsible to make available resources and support services. Communities regularly
organize workshops for local participants to share products, ideas and knowledge. The local
centers play a major role in promoting the concept of OSS as an alternative feasible solution
to proprietary software. The structure of the centers are based on powerful computing
machines, running portal integration software, knowledge/information repository, and
a kind of Wiki for OSS technologies and terminologies. All centers comprise as a one
powerful computing infrastructure hosting varieties of OSS applications, products and
development projects. The infrastructure are also available for education communities
for further collaboration. For future plans, the infrastructure are linked with the larger
Arab e-Infrastructure and other OSS communities.

6
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On this basis, the technical prerequisite of the centers requires building powerful computing
infrastructure. In each center, an array of servers have been installed. Each center has 12
eight-core blade servers with 64G RAM each and large storage capacity, configured as
a network storage, with tape auto-load backup system, and supplementary networking
equipment for connectivity. This setup represents a concrete and yet a powerful computing
infrastructure that is locally administered and managed in a decentralized manner. The
setup has been a nucleus for an OSS driven cloud computing system for faculty, students,
and communities.
Experiences, learning resources, OSS courses, knowledge, and information are disseminated
and made available to other universities and communities. This has been done in many
different ways:
• OSS technology centers are connected through the existing National R&E network at
PC countries, which are linked to all Universities at PC and to Europe.
• OSS educational tools, curricula, and course content are published on www.osscom.org
• OSS support services, tools and products are made available for public use
• Faculty and communities provide online resources for life long learning to societies at
large
• Technical curricula as well as learning targets, propositions are made available
OSS centers of excellence equally convey their knowledge to the society as a whole by:
• Providing OSS consulting and support services to institutions as well as enterprises
• Participating in the development of OSS resources for life long learning thus conveying
knowledge to the public at large
The activities of OSSCOM include several coordination visits, infrastructure set-up,
gathering information and knowledge, staff exchange, OSS material development,
building communities, workshops, seminars, and innovation efforts for more
entrepreneurs in OSS in the region. The objectives and outcomes of OSSCOM has been
vital to the communities, enterprises and institutions. The outcomes align with the
strategic plans of ministries towards stronger links between universities and enterprises
and increased access to ICT and OSS resources. Establishing communities of practice
in OSS help not only in overcoming access barriers, but also in introducing affordable
technology solutions. Therefore, OSSCOM activities and outcomes have not been limited
to participating institutions, but rather disseminated to institutions and communities
at large. OSS applications and services are extended to include professionals, engineers,
and staff members of governmental institutions. OSS technology support services and
local content development are openly published on OSSCOM web portal. Disseminating
knowledge and experiences create new prospective professionals and entrepreneurs. It
also allows for more multicultural diversity among institutions.
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Chapter 2:
OSS Market analysis
AbdelKarim AlTamimi,
Yarmouk University, Irbid, Jordan
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2.1. Summary
Software, and software applications, is the drive force behind most of the technological
advances we are experiencing today. Software provides both the platform and the
necessary user interface to operate most of the industries around the world. With such
deep integration into our lives, it is necessary to provide accessible and affordable set of
tools and applications in the various aspects of life.
In this report, we summarize the survey conducted by OSSCOM between mid of July and
end of August 2014. The purpose of this survey is to gauge the level of penetration of open
source technology in the developing countries and especially in the Arab market, and to
determine the obstacles that might prevent the spread of these technologies. A total 100
entities has provided us with detailed responses, from both private and public sectors.
These responses have been collected and analyzed to identify the key characteristics of
the current characteristics of the developing and Arab world open source environment.
The topics of our survey covered open source usage, acceptance and awareness in the
surveyed business environments. The survey also covers questions that seek to determine
the main motives behind using open source software and the obstacles that might hinder
a wider adoption of them.

2.2. Background
In this section we give background information on open source and closed source
software. Software is often categorized into: open source or proprietary software. This
categorization is based on the ownership of the software and what the software’s user
is entitled to. Open source software often allows the users to look into the source code
of the software and thus allow them to know the details of the inner mechanisms of its
functionality. This openness allows the users to change these mechanisms and alter it to
better meet their needs.
Communities of open source software are founded to promote the development of
software that meets the common goals of its users. Open source developers take pride
in their creations and are self-motivated to provide the best possible tools within
their means. The design and implementation decisions are usually taken on the basis
of pure technical considerations away from marketing and business-based influences.
Such characteristics of open source software lead to better softwares that have higher
reliability and are generally more secure. Examples of open source software include:
Linux, MySQL, LibreOffice, Apache HTTP server, Mozilla Firefox, and Chromium.
Proprietary software, on the other hand, is locked and does not allow the users to change
its mechanisms except when it is designed to do so. This locking mechanism is a business
decision to control the software and its behavior to achieve a balance of usability and
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profit. Examples of proprietary software are: Microsoft Windows (XP/Vista/7/8),
Microsoft Office, Adobe Acrobat, Adobe Photoshop and Internet Explorer.
It is important to note that free and open source usage in not entirely free. Many
companies provide extra services including training, technical support and maintenance
service for a fee. These fees are only optional to help companies migrate to the open source
communities and provide the necessary operating services that are usually provided with
proprietary software.
Open source communities work together on suggesting additional features, finding and
reporting bugs, and creating tutorials to help other users configure and use the software.
The level of cooperation is determined by the level of expertise of the volunteer and their
free time. Many volunteers share their expertise with open source communities while
working a full time job.
Open source software has a huge potential in developing countries in general, and
especially in the Arab world. The open source communities allow local developers to
participate and shape the open source software to better need their local demands and
customize it to play major rule in their environment. In addition, open source software
is an intriguing option to many local companies to replace the expensive and locked
proprietary software.

2.3. Motivation
One of the main reasons behind conducting this survey is see what can be done to
improve the status of open source software penetration in both academic and industry
environments. The outcome of this survey aim to help decision makers in both public
and private sectors to see the importance of open source software and how well it is
integrated into both the academia and the industry.
The Arab world, as a part of the developing countries, looks at the open source software
as a very intriguing and valuable alternative to proprietary software. This is especially
important for both academia and startup companies.
The information obtained in this survey will be disseminated to the stakeholders in the
region including: ICT companies, educational institutions, policy makers and current and
potential users.
This survey will be a part of the process of conducting a market analysis on technology
trends in OSS for various segments. The results will help to identify a setup of
Technology centers

10
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2.4. Survey analysis and results
In this survey, a total of 100 organizations responded. The countries we received the
submissions from, and the number of participants from each country are presented in
Table 1. As we can see from the table, the number of participants and their countries
signify a representative group of the ICT/academia institutions in the region.
Table 1. Participants’ Countries

Country

Number of Participants

Saudi Arabia
Lebanon
Tunisia
Egypt
Palestine
Iraq
Syria
Qatar
South Sudan
Yemen
Iran
Kuwait
Oman
Jordan
United Arab Emirates
Malaysia
Sudan
Morocco
Bahrain
Algeria
Libya
Turkey
Mauritania

7
5
2
11
16
4
4
9
1
1
2
4
4
7
3
2
2
3
4
5
1
1
1

We will review each question individually. For each of the questions we will show the
results and we will provide a brief discussion. Since the Survey has three main sections,
namely; general information, awareness and acceptance, and usage and teaching, we will
tackle each of these sections individually.
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2.5. General Information
The purpose of this section is to provide the reader with a basic understanding about the
background of the institutions that responded to the survey.

1. Which sector does your institution belong to?

Table 2. Institutions Sectors

Answer

Count

Public
Private
No answer
Not displayed

43
51
6
0

As Table 2 shows, 51% of the survey responders are of the private sector compared to 43%
of the public sector. In this survey, an institution is considered to be a part of the public
sector if it is government controlled and it provides a public service (Dube & Danescu,
2011), otherwise, it is considered to be a part of the private sector. The ratio of the
two sectors shows that the responded institutions are not over-representing one of the
sectors over the other.

12
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2. What is the main focus of your institution?

Table 3. Institutions Focus

Answer

Count

Academic
Providing public service
Product development
Other
No answer
Not displayed

30
32
18
14
6
0

As Table 3 shows, almost third of the responders have academic background. While another
third works in providing public services. On the other hand, 20% of the responders choose
either others or they did not provide an answer.
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3. How many students are enrolled in your institution?

Table 4. Enrolled Students
Answer
(1-99)
(100-499)
(500-4999)
(5000-24999)
(>25000)
No answer
Not displayed

Count
22
19
14
3
5
11
26

This question was directed to the participants that replied with Academic in the previous
question. Only 3% of the participant institutions represent large (5000+ students)
schools. 22% have less than 100 students in their institutions.

14
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4. How many students are enrolled in the IT and Engineering departments?

Table 5. Percentage of IT/Engineering Students

Answer

Count

(1-99)
(100-499)
(500-4999)
(>4999)
No answer
Not displayed

25
24
11
2
12
26

This question tries to identify the percentage of the IT and engineering fields students
in the academic institutions. The answers show that most of the academic institutions
have less than 500 students in these fields. This outcome encourages us to expand the
knowledge of OSS usage to other fields of study that might benefit from them.  
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5. How many employees does your institution have?

Table 6. Number of employees in the institution

Answer

Count

(1-9)
(10-49)
(50-99)
(100-499)
(>499)
No answer
Not displayed

23
20
14
7
5
9
22

The answers to this question give a good overview of how large the responding institutions
are depending on their employees count. As can be noted, most of the responding
organizations are considered of a small size (less than 50 employees). This is due to the
fact that most IT companies are of small size in general.

16
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6. How many employees do you have whom have a degree in IT or
engineering fields?

Table 7. Number of IT/Engineering employees in the institution

Answer

Count

(1-9)
(10-49)
(50-99)
(100-499)
(>499)
No answer
Not displayed

20
26
16
6
1
9
22

Similar conclusions can be made about this question to the prior one. IT/Engineering
companies are usually of small size and they usually are entirely made of IT/Engineering
employees. It is of interest to note that, one of the responding institutions has more than
500 IT/Engineering employees.
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7. What is your business primary sector? (Select all that apply)?
Table8. Institutions Primary Sector

Answer
Database Management Systems
Digital Media and Animation
Business Analysis
System and Network Administration
Programming and Software Engineering
Project and Program Management
Testing and Quality Assurance
Sales and Marketing
Technical Support
Technical Writing
Web Development
Management Information Systems/IT Management
Solutions and Technical Architect
Educational Applications
Call Center
IT Development
Communications
Other
No answer
Not displayed

Count
9
1
2
4
6
6
4
9
2
4
2
2
2
3
1
5
1
6
9
22

By examining the responses for this question, we notice that the majority of companies are
clustered in three main sectors: database management systems and sales and marketing.
The percentage of participants which are involved in the previously mentioned sectors
is 18%. On the other hand, companies that are involved in communications, call centers,
and digital media and animation are only 3% of the overall participants. The results of
this section show us that there is a need to focus more on open source solutions for
database management and marketing environments.

2.6. General Information Summary
In this survey section we surveyed the basic information about the participant institutions.
The representation of the public and private sectors are almost equal. This supports the
final conclusions of this survey to not be biased towards one sector over the other. Most
of the responding institutions are more either in academia or providing public services.
These two sectors are one of the most targeted sectors for OSS usage and development.
The participants represent a wide array of professions and expertise, such variety of
participants provides a very good insight of what is needed in these professions and what
is the current status of OSS awareness and usage. In the next section, we will survey more
in details the level of awareness and acceptance of OSS in the participated institutions.

18
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2.7. Awareness and Acceptance
This section is concerned with determining the level of awareness the participants
have regarding open source software, their preferences, and what they believe are the
challenges of adopting OSS in their fields.

8. Are you familiar with the open source software (OSS)?

Table 9. Familiarity with Open Source Software

Answer

Count

Yes
No
No Answer

73
13
10

A 73% of all participants claimed that in a way or another they are familiar with the
concept of OSS. Whether this knowledge is only regarding the concept of OSS or using
OSS is yet to be determined. Examining the remaining questions should answer the level
of familiarity these participants have regarding OSS.
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9. How do you rate your knowledge of OSS?

Table 10. Knowledge of Open Source Software

Answer

Count

Superficial
Enough
Expert
No answer
Not displayed

30
41
13
12
4

This question expands on the previous question by dividing the participants based on
their level of expertise. 41% of all participants have claimed that they know enough of
OSS, which means that they can use it. Only 13% have claimed that they are experts in
OSS which means that they can use and maybe develop the software they need to solve
the problems they might encounter.

20
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10.Compared to proprietary software, how do you rate your preference to use OSS?

Table 11. Preference towards Open Source Software

Answer

Count

High
Medium
Low
No answer
Not displayed

45
36
10
9
0

In this question, we wanted to know what the preference of using OSS is over other
proprietary software. The results are very encouraging; almost half of the responding
participants have indicated that they have high preference. Only 10 participants indicated
that they have low preference. This is a string indication of the penetration of the OSS
in the Arab world and how it is perceived as a viable alternative to proprietary software.
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11. Are you aware that you do not need a commercial license to use and
distribute free OSS?

Table 12. Awareness of Open Source Software Licensing
Answer

Count

Yes
No
No Answer

66
25
9

Considering that 73% of participants are familiar with OSS, only 66% are aware that they
don’t need to use a commercial license to use OSS. That means that almost 7% of the
participants have false/incorrect information regarding OSS. In other words, they have
false information regarding OSS. These false information shows that we need to have
introductory courses to spread awareness regarding OSS, and it should be aimed to all
parties, not just the ones whom have no knowledge regarding OSS.

22
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12. Are you aware that you do not need to pay a fee to use and distribute OSS?

Table 13. Awareness of Open Source Software Distribution Rights

Answer

Count

Yes
No
No Answer

70
20
10

One of the many benefits of adopting OSS is the fact that you don’t need to pay to use
them. Only 20% of the participants are not aware of this basic information. While this
percentage is low, it is one of the key benefits of using OSS. This needs to be considered
when raising the awareness of using OSS.
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13. What are the best means to spread awareness about OSS?
Table 14. Best Means to Spread Awareness of Open Source Software

Answer

Count

Training

20

TV/Radio advertisement

9

Specialized exhibitions

15

Internet

26

Journals

5

Targeted events

5

Education

9

None

0

Other

2

No answer

9

Not displayed

0

Spreading awareness regarding OSS can take many forms. 26% of the participants agree
that the best mean to spread awareness is through the use of the internet. The other
favorable mean to spread awareness regarding OSS is by scheduling some training in
which qualified individuals presents all aspects regarding OSS.

24
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14.

Who should be responsible for spreading awareness about OSS?

Table 15. Responsibility of spreading Open Source Software

Answer

Count

Government
Non-government organizations
Schools and Universities
OSS groups
Developers
OSS enthusiasts
None
Other

29
32
45
37
19
26
2
1

This question asks the participants to provide their personal view on which entity should
be responsible for providing training in OSS. 45% agreed that universities and schools
should be responsible for such a task. We believe that the reason for that is due to the
experience the universities have regarding how to present information and make it
available to people in a simple way through courses given by skilled instructors.
Only 19% believe that developers should be responsible for this task since they tend to
assume prior knowledge on the receiving party. Only 29% believe that the government
should be the one responsible for spreading the awareness of OSS. Most of the awareness
efforts are assumed to be on the shoulders of OSS self-organizing groups like developers
and enthusiasts.
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15.If training in OSS was available, will you be willing to attend the
training session?

Table 16. Interest in Open Source Software Training Sessions

Answer

Count

Yes
No
No Answer

65
11
24

We wanted to see the willingness of the participants to attend training sessions (one
of the means to spread the awareness of OSS in the region), and the majority of the
participants, with 65%, showed their interest in such events.
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16.What category of OSS applications would you be interested in getting
training on?

Table 17. Open Source Software Interesting Applications

Answer

Count

Operating systems
Software development
Office applications
Scientific applications
Artistic applications
Web applications
None
Other

24
41
45
30
19
25
3
0

This is a more specific question to know what the categories of OSS applications the
participants are interested in knowing more about. The top two categories are: software
applications and office applications. The third chosen category is scientific applications.
This is probably in the interest of academic institutions in general.
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17.Which of the following OSS repositories are you aware of?

Table 18. Familiarity with Open Source Software Repositories

Answer

Count

SourceForge
GitHub
Bitbucket
None
Other

30
35
25
16
6

We asked the participants of their familiarity with group of most known OSS
repositories. The answers showed a great level of awareness of these repositories,
since only 16 participants indicated that they do not know any. Such wide spread of
the knowledge of their existence is a vital step to distribute OSS and allow developers
to share their creations.
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18.Which of the following factors can be thought of as benefits of adopting OSS?
Table 19. Open Source Software Adoption Benefits

Answer

Count

Reliability (Free OSS is highly reliable software as it is known to have minimal
defects that may cause incorrect operation, data loss, or sudden failure)

27

Maintenance (usually, bugs tend to be fixed by a community of programmers
within hours of them being detected)

26

Auditability(by publishing the source code, third party inspection of claims
related to security, adherence to standards, etc. is possible)

24

Stability(since standards change slowly, upgrading and maintenance effort will
be minimal)

22

Low cost of ownership (possibly zero purchase price, free upgrades, less
administrative and running costs, etc.)

41

Security(as opposed to proprietary software, Free OSS security problems are
easily and quickly identified and resolved)

26

Flexibility(users are able to choose solutions suitable for their own needs)

32

Freedom(to run, copy, study, modify, distribute, and improve the software)

34

Fostering cooperation(between developers, users, agencies …)

25

Diffusion of information(it reduces the gap between those ‘who have’ and those
who ‘have not’ in the field of IT)

22

Contributing to sustainable development (cost effective, easy access, spread of
knowledge…)

19

None

2

Other

0

This question tries to specify what the top considered benefits of using OSS are. Although
most of the users have considered more than one benefit, the top benefits are: the low
cost of OSS, its freedom, and its flexibility. These benefits need to be emphasized when
targeting new users and advertising for the use of OSS.
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19. Which of the following factors do you believe are disadvantages of adopting OSS?
Table 20. Disadvantages of adopting Open Source Software

Answer

Count

Interoperability(they are not completely compatible with proprietary
software)

25

Documentation(even established Free OSS lack extensive documentation)

27

Development(Free OSS is generally not well developed and there is no
guarantee of better development)

27

Usability(the primary focus is on ‘functionality’ not on ‘ease of use’)

20

Technical Support(no proper technical support ‘unless purchased separately’
which makes it ‘not free’)

26

Warranties(none regarding performance, security, etc.)

27

Accountability(it is not possible to hold someone liable if a problem occurs)

24

Intellectual Property(there are significant problems related to intellectual
property)

20

Expertise(they require high expertise and users must be open-source savvy)

9

Licensing(license terms are not standard)

11

None

1

Other

1

This question tries to pin-point what the participants consider as a shortcoming of using
OSS. As can be noted from the results, almost all of the suggested disadvantages are
confirmed to be a limitation of OSS. One of the surprising and encouraging outcomes
of this question is that only 9 participants considered the usage of OSS limited to savvy
users. This shows that OSS developers nowadays are paying more attention to being user
friendly and targets a wider spectrum of potential users.
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20. Which of the following factors do you believe are challenges of adopting OSS?
Table 21. Challenges of adopting Open Source Software

Answer

Count

Low Internet penetration

12

Poor educational systems

28

Language barriers

27

Corruption in public agencies

25

Lack of government interest

31

Pressure of software agents

27

Lack of expertise in OSS

39

Low level awareness about OSS

32

Weak ICT infrastructure

18

Weak adoption by schools

25

Weak marketing efforts

21

Government censorship of relevant websites

4

The availability of unlicensed proprietary software

13

None

0

Other

0

This question is more targeted to know what prevents OSS mostly from being a key player
in the next generation software applications more affectively. The top three reasons
pointed out by the participants are concerned with the level of awareness of OSS either
caused by lack of government interest or the lack of expertise in OSS that can transfer
knowledge to new generation. These results are good indicators that better awareness
campaigns are needed to increase the awareness in OSS and thus increase its usability
overall. These awareness sessions can target both public and private sectors.
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21. If you developed a tool that can greatly enhance the life of others, are you
willing to give it for free for the world to use?

Table 22. Distribution of Developed Software as Open Source Software Repositories (Enhance Life)

Answer

Count

Yes
No
No answer

72
17
11

OSS is built on the contributions of its community. One of the main pillars to have a
continuous supply of useful tools to be included in the ever-expanding OSS libraries is the
willingness of the community to share their creations with others. In this question, 72%
of the participants have showed their support of the OSS movement by their inclination
to share their developed software for free.
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22.If you developed a tool that people will pay money to obtain and use, are you
willing to give it for free for the world to use?

Table 23. Distribution of Developed Software as Open Source Software Repositories (Free vs. Paid)

Answer

Count

Yes
No
No answer

62
27
11

This question repeats the previous inquiry but with one difference, what if your creation
can make you money, is there still an inclination to give it for free. While the percentage
dropped from 72% to 62% this time, this is still a good majority that indicates a healthy
attitude towards contributing to OSS repositories.

© 2017 OSSCOM

33

23.Assuming that you are faced with a problem and you were not able to find
an open-sourced tool to solve it and you were only left with the use of paid
software, are you willing to develop your own code to solve it rather than
using a paid tool?

Table 24. Developing Software vs. Buying it

Answer

Count

Yes
No
No answer

62
27
11

Software developers are faced with two options when they do not find the required tools/
components in their repositories; either to try to develop the software/component or
buy it. We can see from the answers that the majority of the participants are inclined to
develop the needed component. This is due to the fact that in-house development gives
them the flexibility of changing the behavior and the attributes of the said component
as required. This is to the additional benefits such as: security, reliability, reusability,
and maintainability.
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2.8. Awareness and Acceptance Summary
In this section, we asked several question to estimate the awareness and acceptance
level among participants. We noted that the majority of them are familiar with OSS, but
only 13% considered themselves experts as most of them considered their knowledge
either enough or superficial. A high percentage of the percentage prefers OSS over
proprietary software, which is a major indication of the shift of institution preference
over the last years.
Regarding their awareness of the characteristics of OSS, 66% of the participants are aware
that there is no need for commercial license to use OSS. While this is a good percentage,
but this statistics tells us that 25% do not know that. This percentage is significant,
especially when the question is about one of the fundamental characteristics of OSS. A
similar percentage of 70% know that there is no need to pay for OSS usage, while 20%
don’t. One other hand, most of the participants are aware of one or more of the known
OSS repositories.
On the topic of what is the best method to spread OSS awareness, most of the participants
considers the Internet and specialized training sessions are the most effective methods.
They also aware A high percentage of 65% of them showed interest in attending training
session if available, especially on the topics of: office applications, software development
and scientific applications. The participants see schools and universities as the main players
in spreading OSS awareness along with non-governmental organization and groups.
On the topic of what are advantages and disadvantages of using OSS, most of the
participants agree that the best qualities that OSS offers are: its low cost, its flexibility and
its freedom. On the other hand, the usual shortcomings of using OSS are still considered a
hindrance to a wider adoption. On top of these issues are the OSS software interoperability,
lack of proper documentations, and the typical issues related to continuous consistent
development and warranties.
Most of the participants see that the shortage of expertise in OSS software is the key
issue that hinders a wider acceptance among their institutions. They also consider the
lack of governmental support as a main reason of the slow OSS usage.
One of the encouraging results of this survey is the participants’ inclination to share their
development software, regardless if it makes them money or not, with the rest of the
world for free. They also prefer developing their own software over buying it for what
benefits associated usually with in-house development.
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2.9. Usage and Teaching
In this section, we inquiry the relationship among these institutions and OSS. This
section includes the OSS usage compared to other proprietary software tools, taking into
account the used operating systems. A series of questions are also asked to have a better
understanding of their OSS habits in usage, training, and promoting.

24.

How does your institution engage with OSS?

Table 25. Institution Engagement with Open Source Software

Answer

Count

Using
Developing
Offering tech support
Raising awareness
Distributing
Teaching
No engagement in any way
None
Other

29
28
17
27
15
12
8
3
0

From the responses given in this question, we can see that most of the responding entities
are either: simply using OSS applications and tools, developing using OSS tools, or/and raising
awareness about OSS. Only 8% of the participants have no engagement in any way to OSS.
This confirms the typical view of OSS has something catered to the needs of developers and
typical users without providing a wider variety of applications to be used on daily basis.
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25. Overall, how many software tools does your institution use?

Table 26. Institution Number of Software Tools

Answer

Count

(1-4)

32

(5-9)
(10-19)
(20-49)
(>50)
No answer

24
22
8
3
11

From the answers to this question, we can note that most of the participants’ software
usage consists of using (1-4) tools. More than half of responding participants use less
than 10 tools in their daily work cycle. This outcome encourages the importance of OSS
to focus more on the most common software tools to introduce OSS replacements. While
this has been tried in office and development applications, more common tools need to
be focused on.
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26. Out of all the software tools your institution use, how many of them are
open sourced?

Table 27. Institution Number of Open Source Software Tools

Answer

Count

(1-4)
(5-9)
(10-19)
(20-49)
(>50)
None
No answer

35
20
15
6
2
6
16

Most of the participated institutions use at least one OSS tool. Some of the participants’
entities use more than 10 tools. This is a very good indication of the OSS coverage and its
penetration of different aspects of computer tools.   
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27. What type of operating systems does your institution use on its computers?

Table 28. Institution Used Operating System

Answer

Count

Windows
Linux
MAC

60
36
16

Most of the participants use Windows as their main operating system While some of
the participants uses more than just one OS, we can see that the most used operating
systems are Windows and Linux. It is important to know if the usage of MAC is low
because of their inclusive business model, or because of personal preferences. We can
conclude from these answers that it is important to encourage people to target Windows
OS (and thus the most used operating system) when developing an application targeting
a wider audience.
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28. If your answer on the previous question was Linux, which distribution
does your institution use?

Table 29. Linux Distributions

Answer

Count

Ubuntu
Fedora
Debian
Suse
Chromium OS
None
Other
Not displayed

16
12
8
8
1
0
1
28

Out of the most common/used Linux distributions, we can see that most institutions use
either Ubuntu or Fedora. Both of these distributions have a good applications market
that can be targeted to ensure a wide distribution of application usage.

29. What tools does your institution use to author documents, ebooks, …etc?
Table 30. Documents Authoring Tools Usage

Answer

Count

Microsoft Office
Apache Open Office
Adobe Acrobat
Sigil
Latex
Libre Office
Google Docs
None
Other

59
18
24
13
13
8
17
1
0

When focusing on office applications to author documents, we can see that majority of
the institutions are still relying on the proprietary Microsoft Office application. The free
online tool, Google Docs, has been gaining momentum lately to replace conventional
desktop tools. Google Docs application provides a variety of features that desktop tools
lack at the moment like: collaborative online editing, online backup, and the ability to
access the document from anywhere. This is a good indication of what people consider as
good features to be incorporated in OSS document authoring tools.
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30. What tools does your institution use for scientific computations?
Table 31. Scientific Tools Usage

Answer

Count

Matlab
Octave
Mathmatica
Sage
Scilab
Not Applicable
Other

24
18
28
16
5
17
2

The most used scientific applications are Matlab and Mathmatica. Although these are not
OSS, but their open source alternatives/counterparts like Octave are gaining momentum.
Most of OSS scientific applications (like Octave, R, and Scilab) are targeting specific
proprietary software users to draw them to their OSS communities. This has been done by
ensuring an easy transition between the proprietary and OSS counterparts. This business
model is important to be incorporated in other fields of OSS to ensure faster and easier
transitions for OSS adopters.

31. What tools does your institution use to develop software solutions?
Table 32. Software Development Tools Usage

Answer

Count

Eclipse
NetBeans
Microsoft Visual Studio
None
Other

17
40
39
15
7

Since we noticed in the earlier questions that there is a significant percentage of the
participants use OSS in developing their applications, we wanted to investigate more
about these tools. We can see that there is a very good percentage use either of the most
common OSS developments IDEs (NetBeans or/and Eclipse) in application development.
This is another example of when targeting a specific need to users, it can replace the
habits of using expensive proprietary software, like Microsoft Visual Studio.
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32. If you are a user of OSS, how long have you been using it?

Table 33. Experience with OSS

Answer

Count

(<1 Years)
(1-3 years)
(4-9 years)
(>9 years)
Not Applicable
No answer
Not displayed

26
17
24
10
2
21
0

This question aims to investigate the average number of experience years in OSS of the
responding users. We can note from the results most of them have a good experience
in OSS (4 or more years). There is a very good segment of these users are in the OSS
acquaintance period, which indicates a growing interest in the field and its tools.   
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33.How often do you use OSS?

Table 34. Usage of OSS

Answer

Count

Always
Often
Rarely
Never
No answer
Not displayed

32
32
20
5
11
0

Most of the participants use OSS in their daily basis, with only 5% never used it. This is a
good indication of the daily habits of the participants, and the wide penetration of OSS in
the daily usage of computer users.
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34. Which tool do you use to help communications between teachers and students?
Table 35. OSS Educational Communications Tools Usage

Answer

Count

Moodle
Sakai CLE
Canvas
Blackboard
Frog
None
Other
No answer
Not displayed

13
11
15
11
5
2
5
12
26

In the category of courses management systems, we can see that most participants of
academia use open source tools like: Moodle, Sakai, and Canvas. Only (16/60) or (18%)
of the participants’ institutions use proprietary software like: Blackboard and Frog. This is
yet another indication of that specific tools that cater to users’ needs can replace expensive
proprietary tools while providing similar level of functionality and user experience.

35. Which lecture capture tool do you use to record the lectures for future references?
Table 36. Educational Capturing Tools Usage

Answer

Count

OpenCast Matterhorn
Cam Studio
Audacity
MediaSite
Adobe Captivate
Windows Sound
None
Other
Not displayed

9
9
15
23
6
8
6
2
26

On the topic of what OSS or proprietary software is mostly used in the academic
institutions to record the lectures (either in audio or video format). The results show
that the responders to this question are split into almost two halves, one using open
source solutions (CamStudio, Audacity, and OpenCast Matterhorn) with the count of 33
versus the people using proprietary solutions (MediaSite, Adobe Captivate, and Windows
Sound) with the count of 37. The one that is tipping the count to the proprietary side is
Window Sound, which is usually already installed with Windows Operating System which
encourages the users to use it instead of downloading any available alternative including
OSS solutions. This shows the point of providing the necessary tools packaged into the
operating system or other useful and commonly downloaded tools. Sites like Ninite can
be used to group different OSS solutions into one installer that eases the accessibility of
OSS tools and increase their penetration.
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36.As an academic institution, do you encourage students to use OSS?

Table 37. Encouragement to Use OSS in Educational Institutions

Answer

Count

Yes
No
No answer
Not displayed

44
17
13
26

This question tries to see what the common attitude of the responding parties is towards
encouraging the use of OSS tool. Most of the responding participants replied with
positive answer indicating a positive attitude towards encouraging their students. There
is a significant number that either does not encourage their students or they do not have
a specific tendency towards this issue.  
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37. How many courses do you offer in your IT and engineering departments?

Table 38. Courses Offered in IT and Engineering Fields

Answer

Count

(<30)
(30-39)
(40-50)
(>50)
No answer
Not displayed

30
19
10
2
12
27

The responding institutions were divided into two main groups: one group that provides
less than 30 courses in IT and Engineering fields. The other group provides more than 30
courses. The two groups are almost identical in size.
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38. How many courses do you offer that teach OSS benefits and usage?

Table 39. Courses Offered in IT and Engineering Fields Teaching OSS

Answer

Count

(1)
(2)
(>2)
None
No answer
Not displayed

22
23
12
6
11
26

This question shows clearly that the usage of OSS in the academia is still limited. This can
be due to many reasons: lack of government support in public institutions, lack of skilled
professional to transfer their knowledge to the students, lack of technical support for
some of the OSS tools, the difficulty of switching from familiar proprietary software to
OSS alternative, etc. These results emphasize the importance of incorporating more OSSbased courses into universities and other academia institutions curriculums to expose the
student to OSS benefits and the most commonly used tools.
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39. How many courses does your institution offer that use OSS as a teaching tool?

Table 40. Courses Offered in IT and Engineering Fields using OSS

Answer

Count

(1)
(2)
(>2)
None
No answer
Not displayed

21
22
14
6
11
26

Again, for this question the answers clearly show the low number of OSS-based courses.
Such low exposure to OSS-based courses indirectly influences students to use proprietary
software and view them as the only available solutions. This is true also since students
tend to use in their careers and projects what they have been taught to use during their
study years. Such influence on students career and future choices should be a major
concern to both universities and decisions makers in local governments.
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40. Have you ever had a client that requested the use of OSS?

Table 41. Requests from Clients to Use OSS

Answer

Count

Yes
No
No answer
Not displayed

46
28
11
15

What uplifting about the answers of this question is that the majority of the responders
that there was at least one case where the client has demanded specifically that they
use open source software. This is very common in the web development world, where
companies tend to prefer open source server-side programming languages like PHP over
proprietary ones like ASP.NET. This is due to many reasons, on the top of those that
fact that PHP hosting cost less since it can run easily on cheaper Linux based services.
This has motivated Microsoft to release/convert ASP.NET as open source project under
apache 2.0 license.
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41. Do you supply services or products which are based on open source components?

Table 42. Services Based on OSS Components

Answer

Count

Yes
No
No answer
Not displayed

60
14
11
15

Out of the responding institutions to this question (74 in total), a high percentage of 81%
has indicated that they base some of their services and products on OSS components.
This is a high percentage that clearly indicates the high penetration of OSS components
in both the development and the services industries.

50

© 2017 OSSCOM

42. As a customer, if you are using software solutions, would you be bothered if
your provider builds them on top of open source components?

Table 43. Preferences to Use OSS Components for your software

Answer

Count

Yes
No
No answer
Not displayed

41
32
12
15

In this question, the participants are asked if they have any objection towards receiving
a software solution that is based on OSS components. The majority of the participants
indicated that they do not want their software to be based on OSS components. This
could be due to the unsupported distrust with OSS components in terms of quality and
future support.
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43. Do you plan to increase your open source usage in the future?

Table 44. Plans to Increase OSS Usage

Answer

Count

Yes
No
No answer
Not displayed

56
18
11
15

Out of the 74 responding participants to this question, 56 of them (75%) indicated their
will to increase their usage of OSS software and components in the future. Another good
indication to the direction people are taken towards OSS in general.
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44. Are you already active in any open source related communities, local meetings or
conferences? If yes, please name them?

Table 45. Activity in OSS Related Communities

Answer

Count

Yes
No
No answer
Not displayed

30
44
11
15

Out of the 74 responding participants, only 30 or (41%) are active in open source related
communities. While this percentage seems low, it is important to note that these
participants are contributing their time and experiences and time for free and for the
greater good. With 41% percentage, this is a very good indication of the influence of the
OSS movement and it support among users and developers.
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2.10. Usage and technology summary
In this section, we inquired about the participants’ usage and teaching conducts. The
questionnaire showed that most of participants-OSS engagement is around simple
application usage, software development and raising awareness about OSS. Only 8%
of the participants are not engaged in any way with OSS, which indicate a very good
penetration of OSS.
In general, more than half of the participants use less than 10 tools in their computer usage.
From these tools, most of the participants use at least one OSS tool. A high percentage
of 43% of the participants use more than 5 OSS tools. This is a clear indication that if
OSS developers cater to the specific needs of the most common and used applications,
it can replace the used proprietary software. Linux as an operating system is gaining
momentum, where 36 of the participants indicated it as their operating systems with
focus on the two distributions: Ubuntu and Fedora. Windows operating system is still the
most used operating system.
A series of questions were asked to determine the most common applications used by the
participants in different categories: office applications, scientific applications, and software
development. The most used authoring tools are: Microsoft Office, Apache Open Office and
Adobe Acrobat. There is significant percentage that uses the online and free tool Google
Docs. Among the scientific applications: MATLAB, Mathematica and Octave (the open
source replacement of MATLAB) are the most used. The most used software development
tools are in a descending order: NetBeans, Microsoft Visual Studio, and Eclipse.
As for the educational tools, most of the used educational tools, either for facilitating
communication between students and teachers or for recording lectures, are OSS. It is
also important to note that simple software that are usually integrated into the used
operating system influences the users to prefer them over other OSS options to overcome
the hassle of downloading and installing these software. To overcome this issue, service
provided in sites like Ninite that combines several installers into one package can motivate
users to download all they need of OSS software in one neat and easy to install package.
A high percentage of the participants have been using OSS for less than one year. The
majority of them have used OSS for less than 9 years. Only 5% of them have never used
it, and most of them describe their OSS usage as either always or often.
The usage of OSS in academia is still very limited, and students have low exposure to
OSS solutions and alternatives to proprietary software. A significant number of academia
participants have indicated that they do not encourage their students to use OSS. This
can be connected to the previous section outcomes, where participants asked for more
support of OSS inside academia.
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Of the participants who develop software, 81% indicated that they produce/supply OSSbased components and solutions. Most of them indicated that there was at least one
case where the customer has asked specifically for OSS technologies to be used. The
reason behind that is due to the fact that web hosting OSS based technologies are usually
cheaper for both initial cost and running cost. This was the reason behind the last action
by Microsoft to offer their state-of-art web technology ASP.NET as open source solution
under Apache license.
While most the of the participants still have their worries about using OSS-based solutions
because of the tarnished history of OSS applications in terms of usability and support,
75% of the participants indicated that they are going to increase their OSS usage. An
important percentage of 41% are active members of OSS communities, which is a very
good indication of the willingness of participants to donate their free time and expertise
to OSS.

2.11. Recommendations
In this section, by examining the questioner, we present our recommendations regarding
the use and spread of OSS.
• It was clear that the idea of OSS is not fully mature among the participants of this
survey. To increase the awareness of OSS, we recommend designing some introductory
courses to provide the local community and the interested entities with the basic
information regarding OSS.
• We recommend developing some online courses. These courses should be free and
available via the internet for anyone to use. The idea behind making them free is to
follow the spirit of OSS in which no fees are needed to use them. Also, making these
courses free will encourage people and organizations to attend and utilize since no
extra cost are needed.
• The educational entities should be encouraged to design and build training courses.
Each of these training courses should be aimed to a specific targeted group. For
example, a course should be aimed toward IT and engineering students. Another
course should be aimed to IT and engineering related entities.
• The local community should not be ignored. Some training courses should be aimed
to provide the local community with a global picture regarding OSS and its benefits.
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3.1. Introduction
One of the objectives of the OSSCOM project is “Develop a professional diploma program
with a focus on OSS tools and products targeting technical employees in organizations,
institutions, and public agencies“. Thus, this chapter presents a proposal of curriculum
design for a diploma that contains courses that “accommodate OSS principles, tools, and
products. Such courses include Operating System, Programming, Software Architecture,
Software Design, Networking, Artificial Intelligence applications, and others“, as also
stated in the OSSCOM project webpage.
Tech companies really appreciate professionals educated on an open source software
experience. The reason is clear, open source software dominates the industry as well as
free and open hardware is gaining acceptance [1]. Also, the salary of a professional with
experience in Open Source is higher than those that not. This is the strength and the
sense of developing a master degree in Open Source Software, a degree focused on the
technology and the open tools to make this technology extensibly available to enterprises
to increase the competitiveness and to society to make more free.
There are different open learning initiatives similar to the presented in this document
having a look to the paper by Bülent Özel, Mehmet Gençer, and Chris Stephenson [2].
Also, the project OpenMD (Opening up Education in South-Mediterranean countries)
founded by the European Commission through the programme Erasmus+ - Key Action
2 - Capacity building in the field of higher education follows similar goals that project
OSSCOM where this curricula for a master degree has been developed.
Finally, PROSE initiative (Promoting Open Source in European Projects) from the 7th
Framework Programme from the European Commission, “is promoting open source
adoption by creating a software forge that provides project management, source code
hosting, and development support for the ICT and European open source projects” [3].
The task to develop a new curricula for new studies is not trivial. Different sources must be
taken into account in order to design this curricula. The first source is given by recognized
international associations, such as the Association for Computing Machinery (ACM)1 or the
IEEE Society2. This kind of reputed international associations periodically publish updates
on the design of curricula, as in this case, for computer science and engineering majors.
These guidelines or best practices to design the curricula in Computer Science and Engineering
start with the definition of computing engineering: “Computer engineering is a discipline that
embodies the science and technology of design, construction, implementation, and maintenance
of software and hardware components of modern computing systems and computer-controlled
1 ACM [http://www.acm.org]
2 IEEE Society[https://www.ieee.org]

© 2017 OSSCOM

57

equipment“. In order to achieve the proper acquisition of skills related to this definition, ACM/
IEEE proposed a Body of Knowledge for computer engineering that includes a number of areas,
that range from “computing algorithms“ to “preparation for professional practice“.
The second source of information to design a curricula must take into account the needs
of the underlying society: culture, enterprises, economy, etc.. In this case, the results of
the survey market carried out within this project clearly address the needs of the region.
The results of this survey market manifest an interest on current hot issues, such as data
analytics, cloud computing and supercomputing, cybersecurity, advanced networks,
Internet of Things (IoT) and entrepreneurship. At this point, it should also be noted that
entrepreneurship is a direction that is carefully addressed in OSSCOM project.
The third source of information used to design our curriculum comes from the computer
engineering curricula of highly accredited universities around the world. In particular, the
Computer Engineering Department at Yarmouk University and the School of Computing
Engineering at the University of Castilla-La Mancha (UCLM) that are partners in the
OSSCOM project and offer master degrees in computing engineering (MCE). The curricula
of this master‘s degree includes courses on most of the areas identified by OSSCOM3.
Thus, it has been also taken as a practical reference, mainly due to the expertise of both
YU and UCLM members of the OSSCOM teams on this Master‘s. It is also worth to note
that all the software used in this Master‘s Degree is based on Open Source Software
(OSS), which is the core of OSSCOM project.
Throughout this chapter, we are going to explain in detail all the aspects that have been
taken into account during the design process, such as: academic qualifications required
for new students and achievements to obtain the degree, study programme in general
and the description of each subject of this programme.
This chapter is written in a manner that allows the described open source centered
Master’s Degree to be easily adapted and adopted by interested parties. The chapter is
divided into the following sections: Section 1 proposes a set of academic qualifications
and degree requirements to be considered before accepting prospective students into the
program/degree.
In this chapter, we discuss the proposed academic qualification and degree requirements
currently in place used by Yarmouk University (YU) and German Jordanian University
(GJU) to admit students to their comparable master’s programs. In section two, we explain
the fundamental differences between the two offered degrees (computer science and
computer engineering M.Sc.) . Section three describes the core courses of the two M.Sc.
degrees and the proposed OSS tools that can be used to achieve the course objectives.
Section four describes the elective courses in a similar fashion. We conclude this chapter
with a summary of the proposed programs and their expected impact on the society.
3 https://mii.masteruniversitario.uclm.es/presentacion.aspx
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3.2. Proposed Academic Qualifications and Degree
Requirements
In this section, we propose a set of academic qualifications and degree requirements to
be considered before admitting students in the intended Open Source programs in both
Computer Science and Computer Engineering master degrees. These regulations are
loosely based on the current regulations adopted by both YU and GJY universities that
are partners in OSSCOM project.

3.2.1. Academic Qualifications
Students wishing to enroll in this program must satisfy the following conditions:
1. Fulfill the degree requirements according to university graduate studies regulations.
2. Have a Bachelor Degree in Computer Engineering, Computer Science, or equivalent degree.
3. Students from Electrical Engineering or other related fields may be accepted upon
approval from the department with a recommendation from the graduate studies
committee in the department, which will state the exact prerequisite courses needed,
on the condition that they pass these courses in their first semester of enrollment.
4. Any other regulations approved by the related committees.

3.2.2. Degree Requirements:
1. Fulfill the requirement for graduation according to university graduate studies regulations.
2. Accomplish prerequisite courses determined by the program committee from the
Computer Engineering/Science department.
3. A student can register for his/her thesis only if he/she passes all the core courses with
a cumulative average of 80% or more.
4. Complete a total of 24 credit hours described in the Tables 1 and 2.
5. Complete thesis requirements (6 credit hours) or capstone project requirements (6 credit hours).
Table 1. Core Courses: 15 Credit Hours

Course Code Course Name
Computer Systems Analysis
Machine Learning and Data Analysis
Advanced Computer Networks
Distributed and Scalable Data Engineering
Data Visualization and Communication
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Credit Hours

Semester
Offered

3
3
3
3
3

First
Second
First
Second
First
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Table 2. Elective Courses: 9 Credit Hours

Course Code Course Name

Credit Hours

Software and Application Security
Advanced Operating Systems
Embedded Systems
Machine Learning for Big Data
Image Processing and Analysis
Computer Architecture
High Performance Computer Architecture and Programming
Parallel Programming for Multicore Machines
Distributed Systems Modeling and Simulation
Enterprise Strategic and Operative Management

3
3
3
3
3
3
3
3
3
3

The preparation of a Master Level Thesis or Capstone Project is mandatory in current
Master’s Degrees. Students must individually carry out an original project or study, which
will allow them to integrate and develop the knowledge acquired throughout the Master
courses. Every student will be advised by a faculty member affiliated to the Master, who will
be responsible for exposing the student the characteristics of the thesis/project, guidance,
monitoring, ensuring goal fulfillment and finally approve thesis/project submission.
Topics that can addressed in thesis/projects can be very varied, given the wide variety of
expertise tackled within Master’s courses. As it will be detailed later, two learning paths
are provided to students, namely, Computer Science and Computer Engineering. These
are composed of a different set of elective courses. Thus, thesis/projects topics should fit
in either of the paths. In any case, the use of OSS will be mandatory, to fulfill the main
purpose of this Master’s Degree.
More precisely, topics for thesis/projects should be identified from challenges associated
with national priorities. Master’s faculty members will produce a list of suitable topics,
so that the students can make their choice. Thesis/topics will likely vary from year to
year. Students should also be encouraged to submit their own proposals for their thesis/
projects, as long as the topics are revised and approved by some Master’s faculty.
Master level theses and capstone projects are 6 credit hours and students will not be allowed
to register for their theses/capstone project courses unless they finish all their core courses.
The thesis/capstone project courses can appear for registration purposes as follows:
Course Code Course Name

Credit Hours

Master Thesis
Master Thesis
Master Thesis
Master Project
Master Project
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0
3
6
3
6
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3.3. OSSCOM Master Degree in Computer
Science/Engineering
In the proposed OSSCOM Master’s programmes, admitted students can become experts
in a wide range of fields such as data analytics or embedded computing devices. The
programs includes several core courses as well as giving the students the freedom of
choice to shape their expertise in the form of elective courses. The core courses cover five
courses and include base competences such as: the analysis and performance evaluation
of any computer-based system, a good knowledge on networking technologies, the basis
for sophisticated data processing and techniques for the effective visualization of data.
The OSSCOM Master’s programmes offer two tracks, namely, Computer Science and
Computer Engineering. Students can choose from one of the tracks by picking up 3
advanced courses.
In particular, Computer Engineering track covers all aspects of parallel computing systems,
from hardware to software, heterogeneous systems and large scale, high-performance
compute infrastructures. Computer Science specialisation has more focus on obtaining
knowledge in the field of data science, a discipline that aims to exploit the digitally
available data to improve decision-making and increase productivity.
The OSSCOM Master’s programme gives students the aptitude for both independent
working and multidisciplinary teamwork focusing on project-based learning. More
details are provided in next sections. We summarize the difference between Computer
Engineering and Computer Science tracks in the following points:
• Focus on project-based courses to provide hands-on experience with current industrial
and scientific challenges
• Computer Science and Engineering degrees share the core courses
• Computer science topics focuses on data analysis
• Computer engineering focuses on hardware implementations

OSSCOM Core Courses (5 Courses) [15 Credit Hours]:
•
•
•
•
•

Computer Systems Analysis
Machine Learning and Data Analysis
Advanced Computer Networks
Distributed and Scalable Data Engineering
Data Visualization and Communication

Advanced Topics Courses (Pick 3) [9 Credit Hours]:
• Software and Application Security
• Advanced Operating Systems
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•
•
•
•
•
•
•
•

Embedded Systems
Machine Learning for Big Data
Image Processing and Analysis
Computer Architecture
High Performance Computer Architecture and Programming
Distributed Systems Modeling and Simulation
Enterprise Strategic and Operative Management
Parallel Programming for Multicore Machines

Capstone Project/Thesis Option [6 Credit Hours]
• Provide students the ability to present their accumulative knowledge by conducting
state-of-art implementation and research in project or thesis format.

3.3.1. Learning Paths
As described before, the proposed programs allow students to pick different learning
paths depending on their preferences and on market conditions. After completing the core
courses, students can take up to three elective courses. As shown in Figure 1, computer
engineering students can take two of the elective computer engineering elective courses
marked with the purple color and one additional computer science course from the ones
marked with the blue color. Computer science major students can take three course from
the computer science elective courses marked with blue color.
For example, computer engineering major students interested in hardware design can take
the path containing Computer Architecture, High Performance Computer Architecture
and Programming or Parallel Programming for Multicore Machine, and Advanced
Operating Systems courses. Students interested in becoming data scientists can take
Machine Learning for Big Data, Advanced Operating Systems, and Image Processing and
Analyses. There several ways students can obtain the desired level of knowledge in their
programs that meets the market demands and allow them to explore future possibilities
in higher education programs.

62

© 2017 OSSCOM

Figure 1. OSSCOM Master Degree Overview
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3.3.2. OSSCOM M.Sc. Core Courses
OSSCOM Master’s Core Courses include the following: Computer System Analysis (CSA),
Advanced Computer Networks (ACN), Machine Learning and Data Analysis (MLDA), Data
Visualization and Communication (DVC), and Distributed and Scalable Data Engineering
(DSDE).
CSA contents and objectives allow the students to achieve transversal competences to
any computer science and computer engineering field of knowledge, namely, the analysis
and performance evaluation of any computer-based system. On the other hand, most
Internet services are nowadays accessed by means of wireless networks. Thus, ACN
provides the students with a deeper knowledge on networking technologies besides the
widely used cabled Ethernet, as well as related contents such as security and multimedia
networking.
MLDA lays the basis for sophisticated data processing, which becomes most useful in
today’s Big Data era, from the software point of view. As opposite, DSDE also deals with
topics related to the explosion of data, but from a system point of view, that is, how
to efficiently distribute, store and process the enormous amounts of data generated by
today’s applications and services. They together offer the students a complete overview
on how to deal with Big Data scenarios.
Finally, DVC introduces the students with tools and techniques for the effective
communication and visualization of data. This is extremely useful both in research and
industry, due to the fact that data might be useless unless they are conveniently structured
and presented, according to the expected audience (i.e., a customer, a research panel, …).
This set of courses has been chosen because they allow the student to achieve a solid
foundation on the common topics for Computer Science and Computer Engineering
paths. Once this foundation has been consolidated by means of this set of courses, the
student can choose how to get specialized, according to their personal preferences.
Tables with detailed information of every Core Course follow. They include the following
information:
• Course name (acronym): Course official name and acronym
• Course prerequisites: courses that should be completed previously, in order to have an
adequate basis (if needed)
• Course short description: brief abstract on the contents of the course and how it
contributes to the Degree’s program
• Course objectives: list of learning outcomes to be achieved by the students
• Course open source tools: list of open source tools that will be used throughout the
course
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Computer Systems Analysis
Course Name (acronym)

Computer Systems Analysis (CSA)

Course Prerequisites
Course Short Description

This course will focus on providing students with the necessary scientific approaches
to compare systems using measurement and simulation. Identifying common
research mistakes and how to avoid them, selection of techniques and metrics,
art of data presentation, summarizing measured data, comparing systems using
sample data, factor analysis, introduction to experimental design, introduction
to simulation, common mistakes in simulations, analysis of simulation results,
random number generation, and commonly used distributions. The techniques
learnt in this course can be used to analyze and compare any type of systems
including algorithms, protocols, networks, or database systems. The simulation and
required analyses on data will be done using the open source tool: R or Octave.

Course Objectives

• Learn the fundamental techniques in summarizing and presenting data
• Learn the fundamental techniques in comparing systems in terms of their
identified performance metrics
• Learn the fundamental techniques in designing and conducting system simulations
• Learn and practice the use of open source tools in conducting valuable
scientific research

Course Open Source Tools

R, Octave

Advanced Computer Networks
Course Name (acronym)

Advanced Computer Networks (ACN)

Course Prerequisites
Course Short Description

This course focus is on current computer networks with emphasis on wireless
networks. The topics cover the fundamental concepts behind wireless LAN
(802.11), BAN (802.15) – including Bluetooth and ZigBee-, and NFC communication
protocols. In addition, a detailed description of cellular networks will be covered
with focus on 4G technologies like LTE. Networking topics like security, multimedia
networking, content delivery networks, network management protocols will also
be covered. The course will also introduce the concepts of Internet of Things
(IoT), wireless sensor networks, and human body communications.

Course Objectives

• Learn the concepts of wireless data networks
• Become familiar with different wireless networking protocols and their
applications
• Learn the fundamentals of network security
• Learn the fundamentals of multimedia networking
• Learn the fundamentals of socket programming using open source tools over
various wireless networks

Course Open Source Tools

ZigBee Open Source Stack, Open-ZB, Ubertooth, Wireshark, Casa Jasmina,
NetBeast, DSA (Distributed Service Architecture), Eclipse Vorto.
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Machine Learning and Data Analysis
Course Name (acronym)

Machine Learning and Data Analysis (MLDA)

Course Prerequisites

Computer Systems Analysis

Course Short Description

This course provides an overview of the most common machine learning
techniques and their usages and applications. In addition, this course
introduces the concepts of structured and unstructured data, decision trees,
random forests, linear and non-linear regression techniques, data clustering
and neural networks. Students are expected to practice working with these
machine learning techniques using open source tool like: R, scikit-learn,
Weka, Accord Framework … etc.

Course Objectives

• Learn the basic concepts of machine learning
• Learn the most common techniques in data analysis and machine learning
• Learn how to determine the suitable machine learning technique
depending on the data characteristics
• Learn how to work with structured and unstructured data using open
source tools

Course Open Source Tools

R, scikit-learn, Weka, Accord Framework

Data Visualization and Communication
Course Name (acronym)

Data Visualization and Communication (DVC)

Course Prerequisites
Course Short Description

This course aims to teach students the ability to communicate their
findings to any type of audience though the usage of correct and
open source data visualization tools. Course aims to help students
structure their findings, highlight their implications efficiently, and
help produce high quality data presentations that help reach informed
decisions about the visualized data. The course will focus on allowing
students to have hand-on experience with open source tools to
design and produce effective static and dynamic data visualizations.

Course Objectives

• Learn the basics of structuring data findings
• Learn the basics of highlighting data findings to help reach informed
decisions related to presented data visuals
• Use open source tools (e.g. R, ggplot2, D3 and weave) to produce efficient
static and dynamic data visualizations

Course Open Source Tools

Weave, R, ggplot2, D3
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Distributed and Scalable Data Engineering
Course Name (acronym)

Distributed and Scalable Data Engineering (DSDE)

Course Prerequisites

Distributed Systems Modeling and Simulation

Course Short Description

Introduces the concepts of content delivery networks (CDNs), data centers
and Big Data. Covers the best practices used to provide reliable data storing,
processing, and retrieving to support ever-growing services and applications.
It also introduces the concepts like: data pipelining, and distributed systems
capacity planning and consistency models. The course will also help identifying
bottleneck and performance issues in existing infrastructures. The course
teaches the fundamentals of working with distributed and unstructured data
with large volumes using open source frameworks like Apache Spark and
Apache Hadoop.

Course Objectives

• Learn the basic concepts and architecture of Big Data
• Learn the fundamentals of distributed data centers like CDN
• Learn to identify performance bottlenecks in existing network and data
infrastructures
• Learn to create, manage and improve Big Data infrastructures using open
source tools

Course Open Source Tools

Apache Spark, Hadoop and Hive. MapReduce using R

3.3.3. OSSCOM M.Sc. Elective Courses
As discussed before, and shown in Figure 1, programme students can choose different
learning paths depending on their preferences. Beside the core subjects marked with red
color, students can choose the courses colored in blue or purple depending on the selected
major. Computer engineering students are required to take two computer engineering
elective courses and one computer science elective course. Computer science students are
required to take three elective courses from the offered computer science courses.  The
following course descriptions, similar to the previous section, describe the elective courses
objectives and provide a set of open source tools to be used to achieve these objectives.
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Software and Application Security
Course Name (acronym)

Software and Application Security (SAS)

Course Prerequisites

Computer System Analysis

Course Short Description

This course provides a thorough understanding of the common software security
problems and what their underlying causes. In addition, the course covers the
techniques, guidelines, principles and tools that can help to prevent or detect
these problems. Topics covered in this course include: confidentiality, data
integrity, buffer overflow, security flaws, injection, CAPTCHA, input validation,
session management, code review, configuration errors, authentication, and
authorization. Information flow and an introduction to community standards
like OWASP project. Open source tools like w3af, MetaSploit and OpenVAS will
be used in the class to test and verify web applications.

Course Objectives

• Learn the fundamental principles of software and application security
• Learn the standardized guidelines and practices in assuring high levels
of data security
• Learn the fundamental techniques of identifying, detecting, and preventing
security issues using open source tools

Course Open Source Tools

w3af, Nmap, OpenVAS, MetaSploit

Advanced Operating Systems
Course Name (acronym)

Advanced Operating Systems (AOS)

Course Prerequisites

Computer Systems Analysis

Course Short Description

This course will focus on using Linux operating system to understand the
concepts of process synchronization, inter-process communication, kernel
module programming, interrupt service routine, device drivers, debugger,
and distributed operating systems: structure, file system and coordination,
protection, and security concepts. More focus will be given to Linux operating
system structure, distributed computing, Linux clusters, and Linux device
drivers.

Course Objectives

•
•
•
•
•
•

Course Open Source Tools
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Learn the pillars of Linux operating systems
Learn advanced operating system concepts like process synchronization
and inter-process communication
Learn how to design and develop custom kernel modules, and the
ability to develop custom Linux device drivers
Learn basic operating systems security features like memory protection
and file system coordination
Learn the basic concepts in Linux clustering
Learn the importance of using open source operating systems

Linux
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Computer Architecture
Course Name (acronym)

Computer Architecture (CA)

Course Prerequisites

Computer Systems Analysis

Course Short Description

Provide a deep understanding of current and common computer architectures,
hardware implementations of systems using hardware description languages
like Verilog. The course introduces basic concepts like computer architecture,
hardware description languages, fundamental of digital logic design, processor
design, parallel processing, data pipelining, FPGA programming and design.

Course Objectives

• Learn the fundamentals of computer architecture
• Learn the fundamentals of process design
• Learn the basic concepts of computer architecture like pipelining, memory
caching, and parallel processing
• Use open source tools to design and implement custom hardware designs
using FPGAs

Course Open Source Tools

VUnit, Icarus Verilog, Verilator, Open Source Tool Chain (Yosys)

* Finding an open source tool chain is extremely difficult since FPGA manufactures
consider their tools as industrial secrets.

Embedded Systems
Course Name (acronym)

Embedded Systems (ES)

Course Prerequisites

Advanced Computer Networks

Course Short Description

Introduces the concepts of embedded systems, their design, and their practical
applications. The focus of this course will be on introducing Internet of Things
(IoT) and how to connect heterogeneous devices and networking technologies
to form one networked system. The course will provide an introduction to
embedded system design using modular and abstract approaches. The course will
also focus on providing students with the abilities represent and design a system
using finite system machines, to identify the required hardware and processing
features for an embedded system, to design I/O drivers, to design multi-threaded
programs using interrupts, how to create a smart device that can interact with
other devices as a part of Internet of Things (IoT) network. In this course, open
source tools will be used to design and develop the intended systems.

Course Objectives

•
•
•
•

Course Open Source Tools
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Learn the fundamentals of embedded systems
Acquire the ability to design and implement embedded systems
using open source tools
Learn the basic concepts of Internet of Things (IoT)
Learn to design and implement a smart device that is capable of
communicating with other heterogeneous devices over heterogeneous
networks

Raspberry Pi, Arduino, Intel Galileo, Eclipse, QEMU
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Machine Learning for Big Data
Course Name (acronym)

Machine Learning for Big Data (MLBD)

Course Prerequisites

Machine Learning and Data Analysis, Distributed and Scalable Data
Engineering

Course Short Description

This course provides the basics of large scale data processing and machine
learning techniques. The focus of this course will be on using open source tools
to support parallel, distributed and scalable machine learning data analyses.

Course Objectives

•
•
•

Course Open Source Tools

Learn to perform machine learning techniques on Big Data using open
source tools
Learn to perform data classification, data clustering, linear and nonlinear regression, principal component analysis on Big Data
Learn to design and implement practical solutions to Big Data applications

Mahout, KNIME, MLlib

Image Processing and Analysis
Course Name (acronym)

Image Processing and Analysis (IPA)

Course Prerequisites

Machine Learning and Data Analysis

Course Short Description

This course will provide the fundamental concepts of digital imaging
data structure, storage, processing, and data analysis. It will also provide a
detailed description of common analysis methods used including sampling,
quantization, modeling, segmentation, classification, feature extraction, and
transformation. The course will use open source tools to perform various
state-of-the-art image processing techniques to allow students to develop
effective image processing solutions.

Course Objectives

•
•
•

Course Open Source Tools
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Learn a wide range of image processing techniques
Learn to select appropriate image processing techniques to achieve
systems objectives
Learn to use open source tools to design, develop, and integrate image
processing techniques to produce competitive solutions to current
scientific and industrial challenges

OpenCV(also Emgu CV), AForge.NET
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High Performance Computer Architecture and Programming
Course Name (acronym)

High Performance Computer Architecture and Programming
(HPCAP)

Course Prerequisites

Computer Architecture

Course Short Description

This course aims to provide deep understanding of the concepts of parallel
computer architecture, parallel processing, GPU programming, and parallel
programming techniques. The course explores the parallel programming
models, GPA architecture and programming using CUDA, performance
optimization, Cache coherence techniques, memory synchronization, and
the applications of high performance computing. The course will focus on
designing and implementing parallel computing solutions using open source
CUDA compilers and integrated development environments.

Course Objectives

•
•
•
•

Course Open Source Tools

Learn the fundamentals of parallel computer architecture
Learn the fundamentals of parallel programming using open source
tools
Learn the fundamentals of GPU programming
Learn the different multi-CPU architectures and the best practices used
in parallel computing integrating hardware and software components

OpenCL, Eclipse, CUDA LLVM compiler, R, CUDAfy.NET

Distributed Systems Modeling and Simulation
Course Name (acronym)

Distributed Systems Modeling and Simulation (DSMS)

Course Prerequisites

Advanced Computer Networks

Course Short Description

This course introduces student to different topics in modeling and simulation
of distributed systems such as: stochastic process, Poisson process, Markov
chains, steady state and transient analysis, building blocks of simulation,
data structures and algorithms. It also provides an introduction to simple
information system and their components, models for local area networks,
and communication patterns and paradigms in distributed systems. Students
are expected to understand and implement these concepts using common
open source network simulators and tools like NS2, NS3, OMNET++, and
other network tools like Wireshark and GNS3.

Course Objectives

•
•
•
•

Course Open Source Tools
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Learn the concepts and common paradigms and patterns in distributed
systems
Learn the basic concepts in simulating networked systems including
queuing and steady state and transient analysis
Relate distributed networking concepts to commonly used network
protocols and applications
Implement core networking concepts using open source tools

NS2, NS3, OMNET++, Wireshark, GNS3
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Enterprise Strategic and Operative Management
Course Name (acronym)

Enterprise Strategic and Operative Management (ESOM)

Course Prerequisites

Data Visualization and Communication

Course Short Description

This course introduces students to strategic management at enterprise level
through cases analyses. The case analyses should consider the political, social,
technological, economical, and other global factors that might influence the
critical decisions of an enterprise. The course considers introducing different
strategies implemented by different types of firms under different conditions
and circumstances. Introduce the concepts of managing innovation and
entrepreneurship.

Course Objectives

•
•
•
•

Course Open Source Tools

Learn the concepts of strategic planning including SWOT (Strengths,
Weaknesses, Opportunities, Threats) analysis
Learn through cases analyses how to define different political, social,
technological … etc factors that might influence decision makers
Learn the fundamentals of building and leading effective teams
Learn the fundamentals of managing innovation and entrepreneurship

MindTools or WikiWealth SWOT Analysis Tools*

* These tools are not open source, but available for free. The need for open source
alternatives for these tools should be a priority.

Parallel Programming for Multicore Machines
Course Name (acronym)

Parallel Programming for Multicore Machines (PPMM)

Course Prerequisites

Computer Architecture

Course Short Description

This course introduces students to the fundamentals of distributed and
shared memory programming using both Open MP (Multi-Processing) and
Open MPI (Message Passing Interface). The courses focuses on providing
students with practical knowledge of how to utilize multicore machine to
speed up the processing power of computational intensive applications
(e.g. numerical applications) using open source tools and APIs.

Course Objectives

•
•
•
•
•

Course Open Source Tools
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Learn the fundamentals of parallel programming
Learn the fundamentals of parallel architecture
Learn the fundamentals of performance analysis in computer
architecture context (execution time, speedup, scalability ... etc)
Learn the fundamentals of shared memory programing using Open MP
Learn the fundamentals of distributed memory programming using
Open MPI

Open MP and Open MPI
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3.4. Summary
Throughout this chapter, a master’s degree curriculum has been explored which deals
with the latest technologies that every professional in Information and Communication
Technologies must know not only from the point of view of the professional in the company
but also from the point of view of the research professional.
This curriculum has been developed in accordance with international standards for the
development of curricula, but above all bearing in mind the needs identified in the OSSCOM
project region (Lebanon and Jordan) through a survey carried out amount employers.
Without prejudice, and not only for being a main objective of the OSSCOM project, it has
been preferred that for the development of this master use tools based on open source
software since today is not understood the professional who does not understand and
know this type of software, taking into account that in addition companies are valuing
professionals with this kind of knowledge.
The structure of the curriculum presented here allows it to be applied as such or adapted
to the needs of a particular school or department.
Finally, and following with the philosophy of using open resources, one of this resources
are the lesson created within the application of this curriculum. Thus, it is advisable
that the schools carried out this curriculum would provide the different courses as open
learning resources. In this way, it is possible the educative community will be improved
and, as a consequence, to create a better and open world.
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4.1. Summary
One of the objectives of the OSSCOM Project is “to Establish Centres of Excellence in OSS
technologies to provide support to communities and PC societies, at large”. To this end,
the architecture and functionality of these Centres of Excellence need to be established,
before their deployment. This document is focused on providing a blueprint for such
Centres. Considerations on its hardware requirements are included, as well as (more
extensive) discussions on the different software layers that make up their architecture.
More precisely, several open-source alternatives are included for each of the considered
layers. Moreover, detailed desription is provided about the centre of excellence that
was establish in the German Jordanain University, Jordan as part of the project. Finally,
someconclusions are provided at the end of the chapter.

4.2. Background
In this section we give the underlying background with respect to rational, content, and
activities of the project.
By examining the questioner, we present our recommendations regarding the use and
spread of OSS.
• It was clear that the idea of OSS is not fully mature among the participants of this
survey. To increase the awareness of OSS, we recommend designing some introductory
courses to provide the local community and the interested entities with the basic
information regarding OSS.
• We recommend developing some online courses. These courses should be free and available
via the internet for anyone to use. The idea behind making them free is to follow the spirit
of OSS in which no fees are needed to use them. Also, making these courses free will
encourage people and organizations to attend and utilize since no extra cost are needed.
• The educational entities should be encouraged to design and build training courses.
Each of these training courses should be aimed to a specific targeted group. For
example, a course should be aimed toward IT and engineering students. Another
course should be aimed to IT and engineering related entities.
• The local community should not be ignored. Some training courses should be aimed
to provide the local community with a global picture regarding OSS and its benefits.

4.2.1. Platform Objectives
The technology centers represent the main OSS hubs operating on powerful computing
machines, that run portal integration software, knowledge/information repository, OSS
applications on a cloud configuration, and a kind of Wiki for OSS. The setup, configuration,
applications, and resources of the centers are based on the survey analysis and input from
OSSCOM partners during the expert group meeting in Germany. All centers comprise as
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one powerful computing e-infrastructure hosting varieties of OSS applications, products
and development projects. The centers and OSS applications are also available for research
communities for further collaboration on national and international level. On this basis, the
technical requirement of the centers necessity building powerful computing system in a cloud
setup. In each center, an array of servers are installed, with backup storage and tape drives.

4.2.2. Foreseen Use Cases
The results of the survey show that the idea of OSS is not fully mature. To increase
the awareness of OSS, it is recommend to provide introductory OSS courses with basic
information and tools as well as advanced courses and tools. The following give a service
portfolio to be made available at OSSCOM portal:
1. Operating Systems
• Linux – Ubuntu, Fedora,
• Android
2. Project management software
• ProjectLibre, LibrePlan, OpenProject
• Developer (SourceForge, Savannah, GitHub, Google Code, Launchpad, etc.)
• Project Management (Members, Rights, ToDo, Time Management)
3. Webservers and database engines
• MySQL database system, Apache webserver
4. Integrated Library Management Software
• Evergreen, Koha, NewGenLib, OpenBiblio
5. Institution management software such as:
• LibreOffice: an office productivity suite
• Mifos : Microfinance Institution management software
6. Anti-virus
• ClamAV, ClamWin, Gateway Anti-Virus, Lynis
7. Multimedia tools
• Multimedia players: VLC, Media Player Classic
• Video editing: Avidemux, AviSynth, Blender, Cinelerra, DScaler
• Audio editing: Audacity
8. Educational systems and eLearning
• Open ERP, EduERP, Moodle
9. Web development
• Drupal, Jomla, php
It is also seen to provide Moodle-like service or Coursera-like service for efficient access to
data and front-end scalability according to number of users, as well as providing support
for “Virtual Laboratories” via automatic configuration of virtual machines.
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4.2.3. Platform description
In order to define the architecture of the data centers, we will follow a top-down approach.
That is, once identified the use cases, we will determine the software layers and the
physical resources needed to adequately support them. It should be noted that once the
“ideal” architecture is defined, there might be some restrictions (i.e., available budget)
that prevent us from its deployment “as-is”. Appropriate trade-offs should then be applied.
The proposed architecture is designed with the following considerations in mind:
• Efficient resource utilization
• Support for elasticity and scalability
• Security (user profiles, authentication and authorization)
• Power efficiency
• Automatic platform management
• Support for multi-tenancy

4.2.4. Offered Services
The OSS Technological Centers (TC) offer services to a huge variety of group of users
including OSS projects, start-up companies and University community. All the supported
services offered by OSS TCs are based on open source code and add an extra value to the
user community. Moreover, services do not replicate existing public services.
Considering the use cases given in Section 4 and the previous statements, different sets
of services have been established. Some services are mandatory while others are optional.
The optional ones will be provided by some TCs according to the service level agreement
(SLA) established with the final user.
Having all above in mind, the catalog of offered services is classified as:
• Bare Linux Virtual Machine (VM):   It is mandatory to provide different types of
instances with Ubuntu, Debian or Centos as operating system. The requirements of
the baseline instance address a balance of compute, memory and network resources,
so it can be a good choice for general purpose applications.
• Virtual Machine Appliances: VMs are provisioned on demand with specific preconfigured
VM-Stacks such as:
- Web Servers: Apache/Database
- Communication: Email, calendar
- Document Management: OwnCloud
- Development: Gitlab, Wiki, Build-Server
• Software as a Service: As optional services, TCs can provide hosted web based software
services such as CRM or Project Management Tools.
Some open issues that are related to the offered services are:  the necessity of defining the terms
and conditions of usage, the necessity of defining a formal procedure for establishing a SLA. But
these aspects are out the scope of this document. So hereafter, it will focus on the TC deployment.
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4.2.5. Deployment Models
The services mentioned above are supported by means of a virtualized infrastructure,
organized as a private Cloud. Some advantages of this approach are:
• Easiness to deploy and manage new services as needed
• Easiness to scale up and down the virtual resources allocated, according to the system
load, and to allow for efficient resource utilization.
• Ability to easily implement error-recovery strategies that support a high-availability
service when needed.
Also, public Clouds provide some advantages as:
• Resources are provisioned on a “pay-as-you-go” basis; thus, the initial investment on
infrastructure is minimized
• Management of the infrastructure is responsibility of the Cloud provider
However, there are several concerns that arise. The main one is related to the control and
privacy of data. Legal issues on this respect should be carefully analyzed. Nevertheless, one
option that could also be considered is to deploy a hybrid Cloud, in which sensitive data would
be stored on premises, and public Clouds would be used for particular peak loads on certain
services. These trade-offs will depend on the portfolio of services that will be supported by the
Technology Center. But hereafter, this document will focus on the private Cloud deployment.

4.3. Middleware considerations
To build the private cloud needed for OSSCOM datacenter project involves several design
decisions regarding the characteristics of the middleware. Figure 1 shows the generic
software layer stack to be included in any private Cloud deployment.

Virtual Machine Management (VMM)
Hypervisor

Monitoring tool

Automation tool

Storage

Figure 1 Software layer architecture
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The main function of each of these layers is:
• Hypervisor: It abstracts the hardware of each node, providing support for the
deployment and management of virtual machines on the underlying hardware. One
hypervisor should be deployed in every node of the cluster that supports the private
Cloud. Some examples are KVM [12], VMware [32], Xen [22] or Hyper-V [1].
• Virtual Machine Manager (VMM): It orchestrates the deployment of the virtual
machines over the cluster nodes, according to some criteria (user requirements, system
status, …). Examples include CloudStack [27], OpenStack [6] or OpenNebula [19].
• Monitoring tool: It reports the state of the nodes of the cluster (use of CPU, RAM, HD…),
both at a physical level and at a virtual level. The VMM can harness the information
gathered by the monitoring tool in order to optimize its decisions, both in a reactive
and in a proactive way. Examples include Ganglia [8] or Nagios [18].
• Automation tools: It automates the configuration of the software deployed in every
virtual machine, including updating operating systems, packages, and patches.
Examples are Chef [4] or Puppet [23].

4.3.1. Considerations for hypervisor selection
The hypervisor is a fundamental element of hardware-level virtualization to provide an abstract
execution environment. It recreates a hardware environment in which each virtual machine
(VM) runs its own guest operating system believing that it is running in a normal environment
directly on the hardware. The hypervisor allows several VMs to share the physical system.
A wide range of technological solutions can be found in the market for virtualizing
computing environments and several organizations of the software stack are possible.
Figure  2 depicts the main different approaches:
• Bare-metal or Type 1. The hypervisor is a thin software layer that runs directly on the
host machine hardware. It provides partition isolation and high security but its main
advantage is performance. Some examples are VMWare ESX and Xen.
• Hosted or Type 2. The VM runs on top of an existing OS, so the hypervisor could
use several components of the host OS such as the scheduler or the I/O driver. The
main advantage of this approach is that the VM is easier to build and install. VMware
Workstation or VirtualBox use this approach.

Figure 2. Types of hypervisors
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The hypervisor has limited virtual management features, such as increasing the VM capacity
or shutting it down. Hence, on top of this virtualization layer, a VMM should be used to
provide a range of features for administering multiple hypervisors across the system.
Moreover, in order to select the hypervisor [28], the following aspects should be taken
into account:
• High Performance: Most hardware virtualization hypervisors include similar basic features.
The way to determine which hypervisor incurs less overhead in the management of a
specific infrastructure is to compare their performance metrics for the given application.
But in general, bare-metal virtualization offers the least amount of resource overhead.
• Hardware compatibility: Hosted hypervisors tend to facilitate hardware compatibility
because they run on OS, and the device driver provided for the OS can be used.
• Cost: Many hypervisors are free or low-cost, but in many cases this is only for the core
hypervisor. Cost increases especially when high scalability and advanced features are
used.
• Complexity of use: Most hosted hypervisors install like an application and are fairly
intuitive. Bare-metal virtualization hypervisors are fairly easy to install as well, but
they can be complicated to configure.
• Scalability: In general, hosted hypervisors have limited scalability, both in the size of
the VMs and the number of VMs that can run on a single host. For example, VMware
Workstation can only support VMs with up to 32 GB of memory and 8 virtual CPUs.
Next, some of the most relevant virtualizing computing environments will be described
such as Xen, VMWare, KVM and Hyper-V [3]. We also briefly introduce Docker [7], due
to the heavy impact it has made into the virtualization landscape in the last few years.

4.3.1.1. Xen
Xen is an open-source bare-metal hypervisor (licensed under the GNU General Public
License GPLv2). Xen has a large open-source community backing it. Moreover, there is a
commercial solution supported by Citrix [24][15].
Xen is the most popular implementation of paravirtualization and several operating
systems can operate as paravirtualized Xen guest OS running on x86, x86-64, Itanium
and ARM architectures. So, Xen presents a virtual machine abstraction similar but not
identical to the underlying hardware system. Nowadays, Xen is able to support full
virtualization by using hardware-assisted virtualization. Figure 3 represents the typical
layer architecture of Xen hypervisor in which there are different domains and dom0 is the
management one.
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In the following, we address an overview the three machine subsystems in turn: memory
management, the CPU, and device I/O.
• Memory: the hypervisor write-protects the memory and validates their access;
internally the hypervisor may use page tables to map the guest virtual address space
to the physical memory.
• CPU: typical hypervisor perform trap-and-emulate whereby the guest operating system
executes in a lower processor privilege level/ring, and the access to privileged state or
the execution of privileged instructions is captured and simulated by the hypervisor.
• Because Xen requires porting and utilizes paravirtualization, these privileged instructions
are replaced by special Xen API methods. This is useful for architectures such as x86
which have sets of instructions that are not possible to trap or expose sensitive registers.
• Devices: instead of interrupts and buses, Xen provides a ring buffer for transferring
data from the hardware to the operating system and an asynchronous even system to
provide notifications.

Figure  3. Xen Hypervisor Architecture

In [13], Xen project provides details on features of the different releases. To sum up, the
main characteristics of Xen are:
• It is an open source code.
• It is a reliable technology being in production for many years. Google and Yahoo use this
hypervisor for their internal infrastructure. Moreover, lots of companies use the commercial
products offered by Citrix XenServer and Oracle VM that trust on XEN hypervisor.
• Supports host virtualization for x86, x86-64, IA64 and ARM architectures
• Supports multiple guest operating systems: Linux, Windows, NetBSD
• Using paravirtualization requires OS to be modified but no change is needed in the
user application
• Provides VM isolation
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• Provides a high level of security due to its modular architecture, which separates the
hypervisor from the control and guest operating systems
• Supports live migration of VM
• Supports multiple VMM, such as CloudStack, OpenStack or OpenNebula.
• Scales up to 4,095 host CPUs with 16TB of RAM. Using Paravirtualization, the hypervisor
supports a maximum of 512 VCPUs with 512GB of RAM per guest. Using Hardware
Virtualization, it supports a maximum of 256 VCPUs with 1TB RAM per guest.

4.3.1.2. VMWare
VMWare is pioneer in virtualization technology and offers a collection of virtualization
solutions ranging from desktop solutions (VMWare Workstation, VMWare Player) to
server virtualization (VMWare vSphere ESX and ESXi).  Some of them are free software,
like vSphere Hypervisor [30][31].
VMWare virtualizes x86 architectures and guest operating systems run unmodified on
top of their hypervisors. The hypervisor is able to use hardware-assisted virtualization
and provides full virtualization by making use of dynamic binary translation.
Focusing our attention on server virtualization approaches, VMware vSphere®
hypervisor implements a free bare-metal full virtualization hypervisor. In the original
VMware® ESX® architecture, the virtualization kernel (referred to as the VMkernel)
was augmented with a management partition known as the console operating system (or
service console). The vmkernel (a Linux microkernel) handles CPU and memory directly,
using scan-before-execution to handle special or privileged CPU instructions. The primary
purpose of the service console was to provide a management interface into the host. In
the new VMware vSphere® ESXi™ architecture, shown in Figure  4, the service console
has been removed and all of the VMware agents run directly on the VMkernel.

Figure  4. Vsphere ESXi (<150MB) architecture.
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The main features of the ESXi vSphere hypervisor 5.5 are [30][31]:
•
•
•
•
•
•

Supports different OSs (Microsoft OS, Linux, Mac OS X 10, Solaris, FreeBSD, etc)
VMs support up to 64 virtual CPUs.
VMs support up to 1 TB of RAM.
Supports up to 120 devices per virtual machine.
VM disk size increased to 62TB.
Guest OS Storage Reclamation returns disk space to the storage pool when it is deallocated from within the guest OS.
• ESXi 5.5 free Hypervisor retains the 8 virtual CPU per virtual machine limit.
• Only support individual ESXi host management
• Extra features such as VMs replication, backups or migration are not provided by the
free hypervisor

4.3.1.3. KVM
The Kernel-based Virtual Machine (KVM) project represents the latest generation of open
source virtualization. The KVM code is included in mainline Linux, as of 2.6.20 kernel. So,
KVM is able to inherit key features from the Linux kernel [9].
KVM is a full virtualization solution for Linux on x86 hardware requiring hardwareassisted virtualization (Intel VT-X or AMD-V).  KVM allows the execution of several VMs
running unmodified Linux or Windows OS.
KVM is implemented as a loadable kernel module that converts the Linux kernel into a
bare-metal hypervisor. In the KVM architecture, shown in Figure 5, the virtual machine is
implemented as regular Linux process, scheduled by the standard Linux scheduler. In fact
each virtual CPU appears as a regular Linux process. This allows KVM to benefit from all
the features of the Linux kernel.

Figure 5. KVM Hypevisor architecture.
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Device emulation is handled by a modified version of QEMU that provides an emulated
BIOS, PCI bus, USB bus, and a standard set of devices such as IDE and SCSI disk controllers,
network cards, etc.
The KVM architecture supports the memory management features of Linux. In addition,
virtual images can share memory pages with Kernel Same-page Merging (KSM). If the
virtual images have identical memory pages, those pages are merged into a single page that
is then shared by the virtual images. Moreover, the standard Linux security measures can
be used to isolate the images and provide resource controls (SELinux along with sVIRT to
isolate virtual images). With the KVM hypervisor, it is possible to perform live migrations
and move a running virtual machine between physical hosts with no interruption to service.
The main features of KVM are [25]:
• VM is a Linux process, managed by the standard Linux kernel
• Inherits the performance and scalability of Linux
• Supports VMs with up to 160 virtual CPUs and up to 4TB of RAM (with Linux Enterprise
6.5 and 7)
• Supports host systems with 4096 logical CPUs and over 64TB of RAM.
• Supports memory overcommit and can store the memory of guest virtual machines in swap.
• Supports live snapshots and live storage migration

4.3.1.4. Hyper-V
Hyper-V is a virtualization technology developed by Microsoft for server virtualization that
makes use of the hardware virtualization [24]. It supports a wide range of guest operating
systems. Hyper-V is installed as a component inside the operating system and it is in charge
of managing the underlying hardware (processors and memory) such as shows Figure 6.

Figure 6. Hyper-V hypervisor.
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Its main disadvantages are represented by both hardware and software requirements.
Hyper-V is only compatible with Windows Server 2008 and newer Windows server
platforms running on a x64 architecture.
The main features of the free Hyper-V Server 2012 are [21]:
• Supports 320 logical host processors with up to 4TB of RAM
• Supports 2048 virtual CPUs per host, and 1024 active VMs per host
• Supports 64 virtual CPUs per VM, and up to 1TB of RAM per VM
• Supports live VM migration and storage migration

4.3.1.5. Docker
Docker is an alternate approach to virtualization, different from traditional hypervisors.
Docker’s virtualization is based on containers, instead of virtual machines. A container
is “a way to package software in a format that can run isolated on a shared operating
system. Unlike VMs, containers do not bundle a full operating system - only libraries
and settings required to make the software work are needed” [7]. Figure 7 depicts a
comparison among containers and VMs.
The use of containers allows applications to be delivered with only the components they
need to be run (binaries and libraries). This eases the deployment of an application on
different systems without the overhead of delivering it into a full O.S., as it would be the
case with traditional hypervisors. From a system point of view, Docker allows for faster
deployment times and easier scaling of applications and services.

Figure 7. Containers vs. virtual machines (from https://www.docker.com/what-container)

Docker was originally developed on top of the Linux kernel. Recently, versions for
Windows and Mac operating systems have been released. This adds very little overhead
to the applications’ performance. But it also can be deployed as an additional level of
virtualization inside a virtual machine, providing a great level of flexibility. Additional
container managers, such as Docker’s Swarm or Apache’s Kubernetes are usually deployed
to orchestrate and manage the full container life-cycle.
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4.3.1.6. Discussion
After having described the main characteristics of XEN, VMWare, KVM, Hyper-V and
Docker the following considerations can be drawn:
• All the hypervisors analyzed exhibit similar features regarding hardware compatibility,
as confirmed by their great user community.
• Regarding the performance, no single hypervisor always outperforms the others.
Some studies probe that the managing hypervisor efficiency depends on the type
of application and the resources assigned to it [10]. As opposite, if all the supported
services share the same operating system, Docker could greatly improve performance
due to its lower overheads.
• Regarding hardware requirements, all the hypervisors runs on x86 and x86-64
architectures and some of them such as KVM requires support for hardware-virtualization.
• Regarding software compatibility, Hyper-V hypervisor is a role into Windows server,
the same as KVM into Linux. So, both Hyper-V and KVM requires to install the
adequate OS in the host. VMWare Sphere and Xen hypervisors are installed directly
on hardware. Docker can run inside Linux, Windows and Mac O.S.
• Regarding cost and scalability (these features are usually related), Xen and KVM
are open source projects, and there are not licensing costs. Docker is also an open
source project, with no licensing costs, even though there is an enterprise edition with
additional features in terms of certification, security and support. VMWare Sphere
Hypervisor has a free version, but it only supports a limited number of VMs. Hyper-V
has also a free version with the same features as the non-free version.
• Regarding, the ease of installation and management, Xen is usually described as the most
complex to install. However, it is also usually the one that yields to better VM isolation,
in order to prevent problems such as the “noisy neighbor problem” [2]. Focusing on
management, the free VMWare Sphere does not support VMs migration and centralized
management tools. And, the free Hyper-V lacks of a graphical interface to manage
de system. Finally, Docker installation is straighforward. Complementary container
management and orchestration tools are also available as open-source projects.

4.3.2. Considerations for VMM selection
As it has been previously noted, the role of the VMM is to orchestrate the deployment of virtual
machines (and/or containers) over the physical infrastructure, according to some criteria. In
order to tackle this goal, the VMM must support at least the following functionalities:
• Resource discovery and tracking. The state of the resources available in the datacenter
must be taken into account for efficient service offering. The involved resources can
be both physical and virtual, and further categorized into computing, storage and
networking. This functionality will harness the information provided by monitoring
tools, which can be built-in the VMM or external. Some considerations on this issue
will be presented later in this document.
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• Management of the life cycle of the virtual resources. This functionality is usually
provided by means of a web portal, CLI and/or API, allowing the Cloud managers to
create, deploy, migrate, scale up/down, or delete virtual resources as needed. The
referred actions can be done manually (i.e., the Cloud manager creates and deploys a
new VM through a web portal or CLI commands) or automatically in response to some
event (i.e., scaling up the infrastructure that supports a service when its demand grows).
The latter will be likely implemented programmatically, by means of scripts that use CLI
commands or by using the VMM API.
• Support for billing and accounting. This functionality will allow to monitor the use of
resources made by different users or groups or users, so that some criteria for resource
sharing can be applied (i.e, quotas, billing…). This is especially important when support
for multi-tenancy is needed.
Nowadays, there are three main open-source solutions for Virtual Machine Management,
namely, OpenStack [20], CloudStack [27] and OpenNebula [19]. These will be described next.

4.3.2.1. OpenStack 4
Founded by Rackspace Hosting and NASA, OpenStack has gained considerable attention in the
last few years due to its growing community of users and developers. The technology consists
of a series of interrelated projects delivering various components for a cloud infrastructure
solution. All of the code for OpenStack is freely available under the Apache 2.0 license.
Figure 8 depicts a general overview of the projects that compose OpenStack. As it can be
observed, OpenStack is able to control large pools of compute, storage, and networking
resources throughout a datacenter, all managed through a dashboard that gives administrators
control while empowering their users to provision resources through a web interface.

Figure 8. OpenStack components (from [20])
4 Most of the information contained in this paragraph has been excerpted from [20].
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Next, some details will be given on OpenStack components:
• OpenStack Compute. The OpenStack cloud operating system enables enterprises
and service providers to offer on-demand computing resources, by provisioning and
managing large networks of virtual machines. Compute resources are accessible via APIs
for developers building cloud applications, and via web interfaces for administrators
and users. The compute architecture is designed to scale horizontally on standard
hardware, enabling the cloud economics companies have come to expect.
Some of the key features of OpenStack Compute are the following:
- Manage virtualized commodity server resources (CPU, memory, disk, and network
interfaces).
- Store and Manage files programmatically via API, which automates resource
management/provisioning.
- API with rate limiting and authentication, designed for automation and security
(to make it easy for you to manage who has access to compute resources and
prevent users from impacting each other with excessive API utilization).
- Virtual Machine (VM) image management, that allows to easily store, import,
share, and query images (to make it easy for you to spin up new standardized VMs).
- Live VM management (to run, reboot, suspend, resize, and terminate instances).
- VM Image Caching on compute nodes, which allows for faster provisioning of VMs
• OpenStack Network. OpenStack Networking is a pluggable, scalable and API-driven
system for managing networks and IP addresses. OpenStack provides flexible networking
models to suit the needs of different applications or user groups. Standard models include
flat networks or VLANs for separation of servers and traffic. OpenStack Networking
allows for dedicated static IPs or DHCP. Also, floating IPs allow traffic to be dynamically
rerouted to any of your compute resources, which allows you to redirect traffic during
maintenance or in the case of failure. Users can create their own networks, control
traffic and connect servers and devices to one or more networks. The pluggable backend
architecture lets users take advantage of commodity gear or advanced networking
services from supported vendors. Administrators can take advantage of softwaredefined networking (SDN) technology like OpenFlow to allow for high levels of multitenancy and massive scale. Finally, OpenStack Networking has an extension framework
allowing additional network services, such as intrusion detection systems (IDS), load
balancing, firewalls and virtual private networks (VPN) to be deployed and managed.
• OpenStack Storage. OpenStack supports two types of storage, namely, Block Storage and
Object Storage. Block Storage allows block devices to be exposed and connected to compute
instances for persistent, expanded storage. Block storage volumes are fully integrated into
OpenStack Compute and the Dashboard allowing for cloud users to manage their own
storage needs. In addition to using simple Linux server storage, it has unified storage support
for numerous storage platforms including Ceph, NetApp, Nexenta, SolidFire, and Zadara.
Block storage is appropriate for performance sensitive scenarios such as database storage,
expandable file systems, or providing a server with access to raw block level storage. Finally,
snapshot management provides powerful functionality for backing up data stored on block
storage volumes. Snapshots can be restored or used to create a new block storage volume.
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As opposite, Object Storage is aimed at cost effective, scale-out storage. It provides a
fully distributed, API-accessible storage platform that can be integrated directly into
applications or used for backup, archiving and data retention. Object Storage is a
distributed storage system for static data, such as virtual machine images, photo storage,
email storage, backups and archives. Having no central “brain” or master point of control
provides greater scalability, redundancy and durability. Objects and files are written to
multiple disk drives spread throughout servers in the data center, with the OpenStack
software responsible for ensuring data replication and integrity across the cluster. Storage
clusters scale horizontally simply by adding new servers.
• OpenStack Shared Services. OpenStack has several shared services that span the three
pillars of compute, storage and networking, making it easier to implement and operate
your cloud. These services — including identity, image management and a web interface
— integrate the OpenStack components with each other as well as external systems to
provide a unified experience for users as they interact with different cloud resources.
- Identity Service: It provides a central directory of users mapped to the OpenStack
services they can access. It acts as a common authentication system across the cloud
operating system and can integrate with existing backend directory services like
LDAP. It supports multiple forms of authentication including standard username
and password credentials, token-based systems and AWS-style logins. Additionally,
the catalog provides a queryable list of all of the services deployed in an OpenStack
cloud in a single registry. Users and third-party tools can programmatically
determine which resources they can access.
- Image Service: It provides discovery, registration and delivery services for disk and
server images. Stored images can be used as a template to get new servers up and
running quickly. It can also be used to store and catalog an unlimited number of
backups. The Image Service can store disk and server images in a variety of backends, including OpenStack Object Storage. Finally, the Image Service allows uploads
of private and public images in a variety of formats, including raw, machine (kernel/
ramdisk outside of image, a.k.a. AMI), VHD (Hyper-V), VDI (VirtualBox), qcow2
(Qemu/KVM), VMDK (VMWare), OVF (VMWare, others).
- Telemetry Service: It aggregates usage and performance data across the services
deployed in an OpenStack cloud. In this way, visibility and insight into the usage
of the cloud across dozens of data points are provided, allowing cloud operators to
view metrics globally or by individual deployed resources.
- Orchestration Service: It is a template-driven engine that allows application
developers to describe and automate the deployment of infrastructure. The flexible
template language can specify compute, storage and networking configurations
as well as detailed post-deployment activity to automate the full provisioning of
infrastructure, services and applications. Through integration with the Telemetry
service, the Orchestration engine can also perform auto-scaling of certain
infrastructure elements.
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• OpenStack Dashboard. It provides administrators and users a graphical interface to
access, provision and automate cloud-based resources. The extensible design makes it
easy to plug in and expose third party products and services, such as billing, monitoring
and additional management tools. The dashboard is also brandable for service providers
and other commercial vendors who want to make use of it. The dashboard is just one
way to interact with OpenStack resources. Developers can automate access or build tools
to manage their resources using the native OpenStack API or the EC2 compatibility API.

4.3.2.2. CloudStack5
Apache CloudStack is a top-level project of the Apache Software Foundation (ASF),
designed to deploy and manage large networks of virtual machines, as a highly available,
highly scalable Infrastructure as a Service (IaaS) cloud computing platform. CloudStack is
used by a number of service providers to offer public cloud services, and by many companies
to provide an on-premises (private) cloud offering, or as part of a hybrid cloud solution.
Apache CloudStack is a Java-based project that provides a management server and agents
(if needed) for hypervisor hosts so that you can run an IaaS cloud. Some, but not all, of
the features and functionality provided by CloudStack:
•
•
•
•
•
•
•
•
•

Works with hosts running XenServer/XCP, KVM, Hyper-V, and/or VMware ESXi with vSphere
Provides a friendly Web-based UI for managing the cloud
Provides a native API
May provide an Amazon S3/EC2 compatible API (optional)
Manages storage for instances running on the hypervisors (primary storage) as well as
templates, snapshots, and ISO images (secondary storage)
Orchestrates network services from the data link layer (L2) to some application layer
(L7) services, such as DHCP, NAT, firewall, VPN, and so on
Accounting of network, compute, and storage resources
Multi-tenancy/account separation
User management

In short, organizations can use Apache CloudStack to deploy a full-featured public or
private IaaS cloud. Users can manage their cloud with an easy to use Web interface,
command line tools, and/or a full-featured RESTful API. In addition, CloudStack provides
an API that’s compatible with AWS EC2 and S3 for organizations that wish to deploy
hybrid clouds.
Generally speaking, most CloudStack deployments consist of the management server and
the resources to be managed. During deployment you inform the management server of the
resources to be managed, such as IP address blocks, storage devices, hypervisors, and VLANs.

5 Most of the information contained in this paragraph has been excerpted from [5].
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The Management Server orchestrates and allocates the resources in your cloud deployment.
It typically runs on a dedicated machine or as a virtual machine. It controls allocation of
virtual machines to hosts and assigns storage and IP addresses to the virtual machine
instances. The Management Server runs in an Apache Tomcat container and requires a
MySQL database for persistence. More precisely, the Management Server:
•
•
•
•
•
•
•

Provides the web interface for both the adminstrator and end user.
Provides the API interfaces for both the CloudStack API as well as the EC2 interface.
Manages the assignment of guest VMs to a specific compute resource
Manages the assignment of public and private IP addresses.
Allocates storage during the VM instantiation process.
Manages snapshots, disk images (templates), and ISO images.
Provides a single point of configuration for your cloud.

On the other hand, resources within the cloud are managed as follows:
• Regions: A collection of one or more geographically proximate zones managed by one
or more management servers. They provide support for scalability and fault tolerance
(i.e., disaster recovery).
• Zones: Typically, a zone is equivalent to a single datacenter. A zone consists of one or
more pods and secondary storage.
• Pods: A pod is usually a rack, or row of racks that includes a layer-2 switch and one or
more clusters.
• Clusters: A cluster consists of one or more homogenous hosts and primary storage.
• Host: A single compute node within a cluster; often a hypervisor.
• Primary Storage: A storage resource typically provided to a single cluster for the actual
running of instance disk images.
• Secondary Storage: A zone-wide resource which stores disk templates, ISO images,
and snapshots.
These resources are depicted in Figure  9.

Figure  9. CloudStack conceptual view.
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Finally, CloudStack offers many types of networking, but they typically fall into one of
two scenarios:
• Basic: Provides a single flat layer-2 network where guest isolation is provided at layer-3
by the hypervisors bridge device.
• Advanced: This typically uses layer-2 isolation such as VLANs, though this category
also includes SDN technologies such as Nicira NVP.

4.3.2.3. OpenNebula6
OpenNebula.org is an open-source project delivering a simple but feature-rich and flexible
solution to build and manage enterprise clouds and virtualized data centers. OpenNebula
stems from an EU funded research project, dating from 2005. Along these years, it has
attracted a wide community of users and contributors, belonging to both the research
and the industry communities. OpenNebula is distributed and licensed for use under the
terms of the Apache License, Version 2.0.
OpenNebula can be primarily used as a virtualization tool to manage a virtual
infrastructure in the data-center or cluster, which is usually referred as Private Cloud.
OpenNebula supports Hybrid Cloud to combine local infrastructure with public cloudbased infrastructure, enabling highly scalable hosting environments. OpenNebula also
supports Public Clouds by providing Cloud interfaces to expose its functionality for virtual
machine, storage and network management.
Physical cluster nodes can have KVM, Xen, or VMware hypervisors installed. OpenNebula
can run virtual machines and gather information about physical and virtual resources
from all these hypervisors. The ecosystem additionally provides support for Hyper-V,
OpenVZ and VirtualBox. Additionally, OpenNebula can interface with Amazon EC2 to
build hybrid cloud computing deployments.
OpenNebula uses datastores to store disk images for VMs. A datastore is a storage medium
typically backed by SAN/NAS servers. Virtual Machines are composed by images that holds
their virtualized hard drives. This images need to be accessible from the cluster nodes so
virtual machines can be executed. To aid in this process, OpenNebula Transfer Manager
allows for a flexible configuration of the image repository and their access from the cluster
nodes, being that via NFS, SFTP, HTTP or a combination of them. Additionally, Transfer
Manager architecture permits extensions to deal with other file transport methods.
Native API of OpenNebula is offered via XML-RPC and its Java and Ruby OCA bindings.
Managing of virtual machines, physical cluster nodes and virtual networks can be
accomplished using this interface. OpenNebula implements the EC2 Query, OGF OCCI
and vCloud APIs to demonstrate its support for the development of new Cloud interfaces.
OpenNebula can also be managed from a CLI. There are several commands to control the
6  Most of the information contained in this paragraph has been excerpted from [19].
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basic aspects of cluster virtualization: virtual machines (creation, deployment, migration,
stopping, resuming, saving, etc), physical cluster nodes (create, enable, disable, delete,
listing, etc), virtual networks (create, list, show, delete), users (create, list, show, delete),
images… There is also a GUI Portal (OpenNebula Sunstone) that allows operating a cloud
instance, with different capabilities for users and administrators.
Multi-tenancy is also supported by the following functionalities:
• Fine-grained ACLs for resource allocation
• Resource Quota Management to track and limit computing, storage and networking
resource utilization
• Dynamic creation of Clusters as pools of hosts that share datastores and virtual
networks for load balancing, high availability, and high performance computing.
• Dynamic creation of Virtual Data Centers as fully-isolated virtual infrastructure
environments where a group of users, under the control of the VDC administrator,
can create and manage compute, storage and networking capacity
• Federation of multiple OpenNebula Zones for scalability, isolation or multiple-site support
Also, the Storage Subsystem supports any backend configuration with different datastore
types: file system datastore, to store disk images in a file form and with image transferring
using ssh or shared file systems (NFS, GlusterFS, Lustre…), LVM to store disk images in
a block device form, Ceph for distributed block device, and VMware datastore specialized
for the VMware hypervisor that handle the vmdk format and with support for VMFS.
Regading networking, the Flexible Network Subsystem allows integration with Ebtable,
Open vSwitch and 802.1Q tagging. Besides, a Virtual Router is fully integrated with
OpenNebula to provide basic L3 services like NATting, DHCP, DNS…
Figure 10 depicts a general overview of OpenNebula’s main features.

Figure 10. OpenNebula main features at a glance [16]
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4.3.2.4. Discussion
After the revision of the features of OpenStack, CloudStack and OpenNebula VMMs,
some conclusions can be drawn, regarding different aspects.
Regarding the desired functionality, all the reviewed options cover the basic aspects needed
for the Technology Center Support, which can be summarized in the management of VM
lifecycle (with its associated storage and networking), support for billing and accounting,
and resource monitoring. Also, all of them provide a web-based portal for management,
which can be customized at will, which can provide different views depending on the
user profile (administrator, cloud user…). Also, all of them provide an Amazon S3/EC2
compatible API, thus allowing the creation of hybrids clouds.
Regarding the license type, the three options considered are licensed under the Apache
License 2.0. This is a commercial-friendly open source license. The Apache License
allows any Cloud and virtualization player to innovate using the technology without the
requirement to contribute those innovations back to the open source community.
An aspect that should also be considered is production readiness. This means that a
corporation needs the open-source cloud management platform to be enterprise ready,
i.e., to be stable, long-term commercially supported, and with a clear upgrade process. Any
organization can use the open-source distribution to build a production cloud, and receive
best-effort support through a community mailing list. Additionally, any organization
can purchase commercial support directly from the developers. The community version
of OpenNebula is not a limited edition of the enterprise version. CloudStack could be
also included in this group, given that Citrix CloudPlatform is basically an enterprise
distribution that (as far as we know) does not provide extended features. On the other side,
any organization interested in using OpenStack, and requiring commercial support and
enterprise maturity, is recommended to deploy any of the several enterprise distributions
that are being released by the vendors contributing to the project [14].
Finally, the ease of install and administration should also be considered. OpenNebula is
distributed as a single RPM package and its installation is quite straightforward for most
Linux distributions (CentOS, Debian, Ubuntu…). Tutorials and webinars are provided at
its website that aid in the process of setting up a basic deployment, plus several more
advanced features. Cloudstack installing process is also well documented and the process
seems bearable. Lastly, as Openstack is composed by a set of related components, and
these need to be installed and configured one by one, the process seem to be more
complex and error-prone. Nevertheless, there are several distributions of Linux with
built-in OpenStack components (i.e., SUSE and Red Hat7). This would probably ease the
process of the private Cloud deployment.
7 See http://www.openstack.org/marketplace/distros/.
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Given the two later considerations, the preliminary recommendation for VMM election
could be either OpenNebula or CloudStack. Nevertheless, the final choice may depend on
the ease of integration with the rest of the elements within the Cloud architecture, and
the expertise of the team responsible of the deployment.

4.3.3. Considerations for monitoring tool selection
The state of the resources (both virtual and physical) that compose the Cloud must be
monitored, in order to perform adequate actions on deployment/undeployment, error
recovery, and energy management, among others.
All the reviewed VMMs have some built-in capabilities for resource monitoring. They are
summarized in the following paragraphs:
• OpenStack: Monitoring capabilities in OpenStack are provided by Nagios, which will be
described below. Also, a module originally devised for billing purposes (Ceilometer) has
been retailored to perform also alarming functions on certain levels of resource usage.
• CloudStack: Its built-in cloud system monitoring processes enables receiving up-tothe-minute alerts such as reaching a certain physical resource threshold or detecting
machine failures through the CloudStack API and/or via email using SMTP.
• OpenNebula (Melis, 2013): From version 4.4, the system uses a push model, where the
hosts actively send the monitoring data via UDP to the frontend. On the frontend side, a
C++ multithreaded collector stores all the monitor messages from the hosts and flushes
them periodically to the OpenNebula daemon. This system has been shown to be able
to deliver and process monitoring data for 25,000 Virtual Machines every 2 minutes, on
a Core i5 @ 2.40 GHz with 8GB of RAM running OpenNebula and the database.
Stand-alone monitoring systems can also be integrated into the VMMs. Some of the most
well-known open-source monitoring tools are:
• Ganglia [8]: Ganglia is a scalable distributed monitoring system for high-performance
computing systems, such as clusters and Grids. It is based on a hierarchical design targeted
at federations of clusters. It uses carefully engineered data structures and algorithms
to achieve very low per-node overheads and high concurrency. The implementation
is robust, has been ported to an extensive set of operating systems and processor
architectures, and is currently in use on thousands of clusters around the world. It can
scale to handle clusters with 2,000 nodes. Ganglia is a BSD-licensed open-source project.
• Nagios [18]: This open source software is widely used as an industry standard for IT
infrastructure monitoring. Nagios can be configured to monitor critical IT infrastructure
components, including system metrics, network protocols, applications, services, servers,
and network infrastructure. Nagios sends alerts when critical infrastructure components
fail and recover, providing administrators with notice of important events. Nagios is
released under the GPL license.
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• Icinga [11]: This is a lightweight open source set of tools aimed at monitoring both
infrastructure and web services. It is based on a REST API and is able to scalate to
thousands of nodes. There are modules to extend functionality as needed (for example,
to visualize collected data or to locate assets). It also allows for easy integration with
other tools, such us automatic deployment tools.
As for the requirements of the Technology Center, it is likely that the monitoring
capabilities embedded into the VMM tools will suffice. They will allow administrators
to track the state of the physical/logical resources (i.e., use of CPUs/vCPUs, network
bandwidth, failure conditions….). Besides, some reactive actions can be scheduled within
the VMM when certain conditions occur (i.e. autoscaling of resources to meet increasing/
decreasing demands). Nevertheless, basic monitoring of the health of the infrastructure
is also advisable (if not mandatory). The more intuitive it can be provided, the best in
order to implement a proactive management of resources.

4.3.4. Considerations for automation tool selection
Configuring a Virtual Machine for production or development usually involves several
steps, namely, installing the OS, perform basic configuration (i.e., IP addresses, enabling/
disabling services, firewall setup), installing the desired software packages. Moreover,
these tasks do not end when the VM is ready to be used, but there are actions that still
need to be done during all the lifetime of the VM, such as patching, adjustment of firewall
rules to new policies, and so on. These tasks usually need to be carried out once and once
again over a set (or all) of the VMs deployed in the system. Thus, they can be extremely
repetitive, time consuming and subject to human errors.
To address this issue there are several tools, denominated Infrastructure as Code (IaC) tools,
that permit the Cloud administrator to program the actions to be carried out just once, and
then apply them throughout the desired VMs automatically. Some of the most used opensource automation tools are Foreman, Chef and Puppet. They will be briefly reviewed next.
• Foreman [29]: Foreman is an open source project that helps system administrators
manage servers throughout their lifecycle, from provisioning and configuration to
orchestration and monitoring. Foreman provides comprehensive, interaction facilities
including a web frontend, CLI and RESTful API which enables building higher level
business logic on top of a solid foundation. Besides installing and configuring the basic
setup of (Virtual) Machines automatically, Foreman can also generate reports on local
configuration and inventory, which are used by other tools such as Chef and Puppet.
Foreman is supported by Red Hat and Rackspace, among others.
• Chef [4]: Chef can automate the configuration, deployment and scaling of both servers
and applications (anywhere in the range from 5 to 500,000 servers, according to its
developers). It is a systems and cloud infrastructure automation framework that makes
it easy to deploy servers and applications to any physical, virtual, or cloud location, no
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matter the size of the infrastructure. Each organization is comprised of one (or more)
workstations, a single server, and every node that will be configured and maintained by
the chef-client. Cookbooks (and recipes) are used to tell the Chef client how each node
in your organization should be configured. The chef-client (which is installed on every
node) does the actual configuration. The chef-client uses Ruby as its reference language
for creating cookbooks and defining recipes, with an extended DSL for specific resources.
There are two versions of Chef. The open source version lacks of a few advance features
that are supported in the enterprise version (multi-tenancy, Role-Based Access Control
[RBAC, High Availability Installation Support and Verification…). Chef has been chosen
by companies like Facebook and Amazon for mission-critical challenges.
• Puppet [23]: Puppet is a declarative, model-based approach to IT automation,
helping you manage infrastructure throughout its lifecycle, from provisioning and
configuration to orchestration and reporting. To define your infrastructure’s desired
state, you can select from over 2,000 pre-built, freely downloadable configuration
modules in the Puppet Forge, Puppet Labs’ online marketplace. Alternatively, if you
have special requirements you can build a custom module using Puppet’s configuration
language. Once defined, you can reuse these configurations across physical, virtual,
and cloud environments as well as across operating systems. Moreover, you can
combine configuration modules to create complete application configuration stacks
that share common configurations. Puppet uses its own configuration language, which
was designed to be accessible to sysadmins. The Puppet language does not require
much formal programming experience and its syntax was inspired by the Nagios
configuration file format.
As a conclusion, and even though the size of the Technology Center is not too large, the
use of an automation tool is recommended. From the information revised above, it can
be seen that Foreman is complementary to any of the other two tools. Its utility would
mainly arise in case of frequent changes in the physical servers, which seems unlikely.
Regarding Puppet and Chef, both seem to provide similar functionality. They both also
provide example configurations (cookbooks and recipes in Chef, and Puppet Forge in
Puppet), and they both are used in large enterprises. As a difference, Chef uses Ruby
language while Puppet uses its own language. In this way, Puppet provides a better
abstraction for resources, and, more importantly, it has the ability to simulate what
Puppet will do on the designated system, which eases de debugging process. As a
conclusion, maybe the main criteria to make a choice is the previous expertise of the
platform managers on these languages/tools.
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4.4. Cloud solution
The cloud solution proposed for the technology center is based on a full taxonomy,
illustrated in Figure 11.

Figure 11. Full Cloud taxonomy

The self service catalogue of the cloud solution includes the following components:
1. The Self Service Portal should be web-based and able work on any x86 platform.
2. The Self Service Portal should support multi-tenancy and should have a flexible and
customizable GUI. The administrators should have the opportunity to customize the
self-service portal. (Eg. Adding new image or service templates, combining existing
services   and create a one embedded offering, adding pricing for each service,
create companies, departments and users, flexible calendar mechanism for resource
reservations, detailed reporting capabilities on who/which department/company
asked for how much/what kind of resource/service for what purpose and for how
long and etc.)

98

© 2017 OSSCOM

3. The self-service portal should have LDAP authentication mechanism for secure login
and/or should support the provision of keypairs.
4. It should be possible for the catalog to be integrated with a third party capacity
planning and management tools.
5. The self-service catalog should be integrated with billing tools and applications.
6. Service Automation & Virtualization
7. The Automation Layer has to work with multi-hypervisors such as HyperV, VMWare,
and KVM
8. The Automation Layer has to be capable of doing resource reservations through
hypervisors when a resource request comes through the self-service catalog
9. Virtualization software must enable multiple virtual servers to work together using
hardware resources.
10. Virtualization software licensing must be provided for an unlimited number of physical
servers, CPU’s, memory and Virtual Machines. There should be a future support of
Disaster Recovery plan.
11. Virtualization software must be able to operate in Native 64-bit architecture.
12. The proposed solution should work on x86 based architecture.
13. Virtual machines created on the virtualization software must be able to be imported /
exported when desired.
14. It must be possible to export virtual machines for backup purposes.
15. It must be possible to fully copy or quick clone virtual machines.
16. Virtualization servers in the environment must be able to be added to a resource pool.
17. The system must give a warning if virtual servers’ CPU, memory and storage values
exceed a limit value.
18. Virtual machines set up on the common data storage area must also be able to operate
on other virtual servers in the environment.
19. It must be possible to capture snapshots of virtual machines.
20. It must be possible to turn the virtual machine whose snapshot is captured into a template
if desired and a new virtual machine must be able to be created from the template.
21. 8 virtual CPU’s (VCPU) must be able to be assigned to each virtual machine when the
physical machines hardware resources are sufficient.
22. The solution should support “hot” resizing of VM to increase or reduce the resources
available (CPUs, memory and storage) without affecting the service.
23. It must be possible to define multiple network cards (NIC) as a single card when
desired and during normal operation network traffic must be shared among these
cards evenly.
24.Even if one of the NIC’s fails, the system must be able to continue operating over
other cards.
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25. Virtualization software must support at least 256 GB RAM for each physical machine.
26. Physical server’s RAM must be able to be shared by virtual servers dynamically.
27. It must be able to assign maximum and minimum values to shared RAM which is
assigned to virtual servers.
28. A virtual server on a physical server must be able to be transferred to a different
physical server instantly by the virtualization software.
29. It must be possible to authorize Active Directory users with the virtualization
software. It must be ensured that certain operational individuals perform access and
management operations on all virtual system while certain individuals do so, on a
section of the virtual system. (Role Based Management)
30. It must be possible to keep logs of user accounts that are authorized to access virtual server.
31. The virtualization software must automatically position and operate virtual servers on
other physical servers available when a physical server failure occurs or the physical
server’s operating system cannot be reached.
32. The virtualization platform must monitor virtual machines’ workloads and, if it
determines there is need, transfer virtual machines between physical servers for work
load optimization and distribution.
33. It must be possible for the virtualization software to turn on and off the physical
servers according to work load when necessary.
34. When virtual servers are activated they must be activated on the server with most
appropriate resources unless stated otherwise.
35. With the virtualization system, it must be possible to obtain instant or backdated reports
regarding system performance on the basis of parameters such as CPU, disk, memory, etc.
36. The Cloud Solution has to have an e-mail alert mechanism where the customer has to be
notified via an e-mail with the info of the provisioned resource such as resource log-in
credentials, the resource access information, resource type, description, size, duration
of usage, the date of de-provisioning, initial cost and etc. The system also has to send
an e-mail notification to the user XX days before the provisioned resources expire.
37. The Cloud solution should have Metering & Chargeback capabilities.
38. The provisioned resources should be able to be monitored against their consumptions
and a chargeback report should be created via the chargeback system automatically
based on given metering parameters and units. (chargeback based on per VM, per
CPU, per vCPU, per RAM, per VM Hour, per Disk space, per bandwidth and etc.)
39. The Metering and Chargeback system has to be capable of being integrated with billing
systems and applications.
40.Virtualization license must not be dependent on any hardware or hardware manufacturer.
It must be able to be used on all hardware brands (on the condition that it is included in the
compatibility list) at the same time and / or at different times and software producer must
provide support for all these hardware within the scope of the agreement.
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41. The virtualization software must provide a future support.
42.The support of the virtualization solution must not be less than 1 year. The support
should also cover all updates and upgrades during the support contract.
43. All software components must be Open Source.
44.A monitoring system should be included as part of the solution.
45. Vendors should provide a list of Open Source images that can be included as part of
the solution specifying those software packages that are available in Arabic.
In order to provide a tentative software architecture, the above requirements can be
supported with the following software:
• Hardware virtualization: KVM/libvirt
• Application runtime virtualization: Docker8
• Infrastructure software: OpenStack (management), Icinga9 (additional monitoring),
Foreman (lifecycle management)
• Admin software: OpenStack
Training courses will be scheduled on these topics for the staff who will be in charge of
operating the Technology Centers.
Finally, and to be able to support an adequate number of services (implemented as Virtual
Machines), the availability of enough public IP addresses is mandatory. Strategies that
can be implemented include:
• A prefix of IPv4 addresses. In case it is not enough to satisfy the demand, private
IP addresses together with a Network Address Translation (NAT) solution could be
implemented. It should be noted that this will allow to assign public IPs only to the
VMs that host services exposed to the Internet (i.e., a portal). VMs hosting backend
services (i.e., a database) can use private IPs.
• Alternatively, a prefix of IPv6 addresses can be booked. In this case, the number of
public available IP addresses can be more than enough to address requirements. Here,
the drawback could arise due to compatibility issues with clients.

4.4.1. General consideration of the infrastructure
The institutions that host the Technology Centers already have suitable spaces (server
rooms) for hosting the below described equipment, with proper environmental
conditioning (i.e., cooling, technical floor, …), and connections to the power grid and
broadband network access.
8 OS-based virtualization, https://www.docker.com/
9 Nagios backwards compatible, https://www.icinga.org/
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The general specifications of the infrastructure that are propsoed to build the Technology
Centers are as follows.
1. Blade Server Compute nodes (Qty: 5):

Processor

Chipset

Type

Intel Xeon Processor E5-2650 or
better

Core

8-Core minimum

Processor Speed

2 GHz minimum

No Of Processors

2 at least

Intel
Installed Size

128 GB Memory minimum

Upgradability

Up to 700 GB

Storage

Hard Disk

2 x 146GB SAS minimum

IO Connectivity

Total Ports per Server is at least
Dual Port 10Gbps Network connectivity which can be partitioned
into 4 ports per every 10Gbps or equivalent

RAM

MAC/vwn virtualization (keep same ids if server is replaced).
Warranty

System warranty must include support 3 year from manufacturer with
4hrs response 24x7

2. Blade Server cloud management nodes (Qty: 3):

Processor

Chipset

Type

Intel Xeon Processor E5-2603 or
better

Core

4-Core minimum

Processor Speed

1.8 GHz minimum

No Of Processors

2 at least

Intel
Installed Size

16 GB Memory minimum

Upgradability

Up to 700 GB

Storage

Hard Disk

2 x 146GB SAS

IO Connectivity

Total Ports per Server is at least
Dual Port 10Gbps Network connectivity which can be partitioned
into 4 ports per every 10Gbps or equivalent

RAM

MAC/vwn virtualization (keep same ids if server is replaced).
Warranty
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3. Blade Servers Chassis:
Quantity

One (To Accommodate All Blade Servers)

NO. of Server

Necessary Slots to accommodate at least 16 of
the Above server blades

Systems management hardware

Redundant Management Modules, All necessary
system management components.

I/O Connection modules

Redundant Switch modules with uplinks.

I/O Virtualization

All Server I/O assigned to each blade for each
bay in the Chassis Support Manual Replacement
for Defective blade by new one without any I/O
Setup.
System warranty must include support 3 year
from manufacturer with 4hrs response 24x7

4. SAN Storage:
ISCSI with total port throughput at least 20Gb/s. Using 10Gbps ISCSI
Capacity requirements at least 10 TB using SAS 15K drives plus at least 20TB Sata using
NLSAS drives
Full auto tiering license, ability to add SSD
Full unlimited license for snapshot, cloning, thin provisioning, application integration and replication.
Support RAID 10, 5, 6
Upgradeable to accommodate at least 1PB without replacing Hardware or adding licenses.
Dedicated redundant SAN switches inside the Blade chassis or external 24 ports.
Ready for disaster recovery plan by including the replication license and application integration.
Fully redundant storage system including redundant IO connectivity from server to storage.
At least 8 GB total system cache.
All licenses must be full per unlimited hosts, capacity, and disks…etc. i.e. with no restriction of use.
Support Intermixed between different Speed and Capacity of Disk Drive Module on over all Storage
Solution.
System warranty must include support 3 year from manufacturer with 4hrs response 24x7
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4.4.2. The Technology Center of the German Jordanian University (GJU Cloud)
This section is aimed at describing the infraestructure and configuration of the Technology
Center deployed at German Jordanian University, as well as some organizational details.

4.4.2.1. Structure of GJU Technology Center
GJU cloud is composed of nine compute nodes connected via Cisco N2K switches. Each
node has 20 cores and 128 GB of memory. Also, tremendous storage is provided by the
EMC VNXe1600 Network-Attached Storage. The cloud is currently connected to the
internal GJU network. Our team is currently working to enable public access of the cloud
from outsid the university campus after resolving some security challenges. The physical
structure of GJU cloud is shown in Figure 12.
GJU cloud is built based on OpenStack open-source platform. The software architecture
of the cloud is shown in Figure 13. In this architecture, the controller node is responsible
for managing the cloud, while the compute nodes perform the computational tasks. The
cloud is accessed via a Cloud Operator, which can be an Internet browser software or
remote access software, such as SSH clients.

Figure 12. Physical structure of GJU cloud.
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Figure  13. High-level illustration of the data flow in GJU cloud.

GJU cloud supports six core services and thirteen optional services. The services are
described below.

Six Core Services
Name

Service

Description

Nova

Compute

Manages the lifecycle of compute instances in an OpenStack
environment. Responsibilities include spawning, scheduling and
decommissioning of machines on demand.

NovaNetwork
(Neutron)

Networking

Enables network connectivity as a service for other OpenStack services, such
as OpenStack Compute. Provides an API for users to define networks and the
attachments into them. Has a pluggable architecture that supports many
popular networking vendors and technologies.

Glance

Image
Service

Stores and retrieves virtual machine disk images. OpenStack Compute
makes use of this during instance provisioning.

Keystone

Identity

Provides an authentication and authorization service for other OpenStack
services. Provides a catalog of endpoints for all OpenStack services.

Swift

Object
Storage

Stores and retrieves arbitrary unstructured data objects via a RESTful,
HTTP based API. It is highly fault tolerant with its data replication and
scale out architecture. Its implementation is not like a file server with
mountable directories.

Cinder

Block
Storage

Provides persistent block storage to running instances. Its pluggable driver
architecture facilitates the creation and management of block storage devices.
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Thirteen Optional Services
Name

Service

Description

Horizon

Dashboard

Provides a web-based self-service portal to interact with underlying
OpenStack services, such as launching an instance, assigning IP addresses
and configuring access controls.

Ceilometer

Telemetry

Monitors and meters the OpenStack cloud for billing, benchmarking,
scalability, and statistical purposes.

Heat

Orchestration

Orchestrates multiple composite cloud applications by using either
the native HOT template format or the AWS CloudFormation
template format, through both an OpenStack-native REST API and a
CloudFormation-compatible Query API.

Trove

Database

Trove is a database-as-a-service provisioning relational and nonrelational
database engines

Sahara

Elastic Map
Reduce

Sahara aims to provide users with simple means to provision Hadoop clusters
by specifying several parameters like Hadoop version, cluster topology, nodes
hardware details and a few more. After a user fills all the parameters, Sahara
deploys the cluster in a few minutes. Sahara also provides means to scale
already provisioned cluster by adding and removing worker nodes on demand

Ironic

Bare-Metal
Provisioning

Ironic aims to provision bare metal machines instead of virtual machines.

Zaqar

Messaging
Service

Zaqar is a multi-tenant cloud messaging service for web and mobile
developers. It combines the ideas pioneered by Amazon’s SQS product
with additional semantics to support event broadcasting.

Manila

Shared File
systems

Manila provides management of persistent shared file system resources.

Designate

DNS Service

Designate is a multi-tenant DNSaaS service for OpenStack. It provides a
REST API with integrated Keystone authentication. It can be configured
to auto-generate records based on Nova and Neutron actions. Designate
supports a variety of DNS servers including Bind9 and PowerDNS.

Barbican

Key
Management

Barbican is a REST API designed for the secure storage, provisioning
and management of secrets such as passwords, encryption keys and
X.509 Certificates.

Magnum

Containers

Magnum is an OpenStack API service developed by the OpenStack
Containers Team making container orchestration engines such as
Docker and Kubernetes available as first class resources in OpenStack.

Murano

Application
Catalog

The Murano Project introduces an application catalog to OpenStack,
enabling application developers and cloud administrators to publish
various cloud-ready applications in a browsable categorized catalog.

Congress

Governance

Congress is an OpenStack project to provide policy as a service
acrossany collection of cloud services in order to offer governance and
compliance for dynamic infrastructures.
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Cloud Services
GJU cloud offers the following OS images: CentOS-6-x86_64, CentOS-7-x86_64GenericCloud-1606, Cirros, debian-8-m-agent.qcow2, rhel-guest-image-6.8, rhel-guestimage-7, and Ubuntu-lab. Additional OS images and services will be installed upon request.

4.4.2.2. Operating Committee of GJU Cloud
GJU cloud is administrated by a joint Operating Committee. The committee is comprised of
3 faculty members from the School of Electrical Engineering and Information Technology,
who is leading the OSSCOM project at GJU. Members of the committee are charged with
making decisions related to the policies of using the cloud. Moreover, all requests of
using the cloud should be reviewed by the committee before grating cloud access.

4.4.2.3. Targeted Group of GJU Cloud
GJU cloud proveds open-source computing facilities to computing labs and courses taught
at GJU. Currently, GJU cloud is used to train 20 first-year engineering and IT students
who study the Pogromming Fundamentals course (CS113). We are working to expand
the use of the cloud to cover all C programming labs offered in the School of Electrical
Engineering and Information Technology at GJU, which usually include more than 150
students per term.
Moreover, the computing facilities of GJU cloud will be offered to the faculty members and
students at GJU. For students, the cloud will be employed to conduct capstone projects
and support the implementation of innovative ideas. For faculty members, the cloud can
be used to develop and implement leading entrepreneurship and business start-ups.
To expand the services of the GJU cloud, the OSSCOM team at GJU has initiated discussion
and meetings with the Specialized Technical Services (STS) Inc. in Jordan to support the
development of student projects and business start-ups through GJU cloud. The planned
support by OSSCOM team at GJU and STS includes reviewing and revising the proposals
submitted by the students and faculty members to use GJU cloud. Moreover, STS will
guild and support the development and implementation of a selected set of student
projects,, which have high success potential.
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5.1. Abstract
Building an active and successful enterprise around an open source project is a complex
task for its creators. This work is intended to define the optimum starting position of an
open source project and to identify the necessary steps to bring it to fruition.

5.2. Introduction
Colleges and universities around the world are ripe with innovation. Students open their
eyes to new ideas as they learn modern science and technology trends and grow their skills
through education and experimentation. To help foster this innovation, universities have
started introducing the idea of business incubators and accelerators, helping students
and young graduates and entrepreneurs in the community make their innovative dreams
a reality. These incubators are offering students various services: Technology platforms
and laboratories, technology and business mentorship, and funding opportunities.

5.2.1. Background – Successful examples from the US and Europe
Technology innovation is no longer confined to Silicon Valley, but rather starts at an early
stage on university campuses around the world. Successful examples from the US include
• Rit’s Simone Center for Student Innovation and Entrepreneurship at Rochester
Institute of Technology,
• Boston University Business Incubation,
• Syracuse Student Sandbox at Syracuse University,
• Engineering Translational Technology Center at the UC Davis College of Engineering,
• Harvard Innovation Lab,
• Innovation Depot at the University of Alabama at Birmingham,
• Stony Brook University Calverton Business Incubator,
• Tech Town at Wayne State University in Detroit, and
• NYU-Poly set of business incubators at New York University.
Europe has had its own success stories of university business incubation. Examples include
• SETsquared, established at several universities (University of Bath, University of
Bristol, University of Exeter, University of Southampton, and University of Surrey),
the United Kingdom,
• PoliHub Startup District & Incubator at the Polytechnic University of Milan
• INiTS Universitäres Gründerservice established at the Vienna University of Technology
and the University of Vienna,
• YES!Delft, at the Delft University of Technology, the Netherlands,
• Uppsala Innovation Centre, established at Uppsala University and the Swedish University
of Agricultural Sciences,
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• UtrechtInc, established at Utrecht University, University Medical Center Utrecht, and
the University of Applied Sciences Utrecht, the Netherlands,
• Business-Incubator of National Research University Higher School of Economics, at
the National Research University, Higher School of Economics, Russia,
• BLC3 Incubadora, established at several universities in Portugal (University of Coimbra,
University of Minho, School of Technology and Management of Oliveira do Hospital,
University of Beira Interior, University Nova Lisbon, Catholic University of Portugal), and
• Parque Tecnológico de la Salud de Granada (PTS), University of Granada, Spain.
In addition to the above, the three European OSSCOM partner universities have build
their own successful business incubator/accelerators to support their students and the
young entrepreneurs in their community:
• Bonn-Rhein-Sieg University of Applied Sciences, Germany has established Business Campus
Rhein-Sieg GmbH, a joint venture between the University, Kreissparkasse Köln (Cologne
savings bank) and the Rhein-Sieg District. In collaboration with the Centre for Science
and Technology Transfer (ZWT), the university’s central service and contact point for
scientists in the area of applied research the Business Campus supports students, graduates
and further university members on the road towards setting up their own businesses.
• Brunel University London – UK has many instruments that support the entrepreneurial
ecosystem at the university:
- The Research Commercialisation Office is responsible for the commercial development
of a technology, invention and other outputs of intellectual property, and transferring
them into a marketable product within the industry. This process includes appropriate
intellectual property protection through patent filing, establishing proof of concept,
engaging with market customers to validate and confirm value propositions, and
producing working prototypes to demonstrate relevance for intended applications.
With access to seed capital, venture capital, business angel and loan finance, it
has established both exclusive and non-exclusive licensing agreements with major
companies, and has also established a number of successful spinout companies.
- The Brunel Innovation Centre (BIC) is a research and technology centre that
sits between the knowledge base and industry offering high quality research in
an innovative environment focused on non-destructive testing, condition and
structural health monitoring, power ultrasonics and allied technologies covering a
range of materials, sensors, electronics and software systems supporting partners
in industry to transfer academic research into industrial application.
- The Central Research Laboratory (CRL) is a startup accelerator and coworking space
full of hardware, digital, design and business talent. CRL is driven by the opportunity
of connected products, robotics, wearables and the internet of things – helping a new
generation of makers and entrepreneurs to embrace manufacturing. CRL provides
the facilities, knowledge and networks to grow world-class product based businesses.
• University of Castilla-La Mancha – Spain has also its own initiatives to support the
entrepreneurial ecosystem. These include “Junior Enterprises”, and an award for
Technology Innovation.
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Universities that go into the incubator business reap significant returns on their
investments, but often the ROI is not financial – instead, it takes the shape of more
practical educational opportunities for students.
The project instigated by OSSCOM goes one-step further: It introduces the concept of
using Open Source Software to create new ventures, allowing students to start building
businesses with a minimum investment while relying on the enormous potential of the
collaborative feature of the Open Source development model.

5.2.2. Background – The Middle East, the case of Lebanon and Jordan
Jordan and Lebanon are counting on an economic recovery that is expected to rely on small
business growth, (“En attendant le Pétrole; as Godot has already come and gone”, for Lebanon)
prompting more universities to encourage entrepreneurship among students and faculty.
Jordanian and Lebanese universities have started their own entrepreneurial initiative
to support student start-up initiatives at a very early stage of development, either on
campus or in partnership with existing successful business incubators/accelerators.
While there remains a gap between the evolving entrepreneurial ecosystems in Lebanon and
Jordan, and university contributions to this ecosystem, we look forward, at the end of this
project, to campuses that will increasingly offer degree programmes and expanded courses in
entrepreneurship. We expect that investment will be made in the development of business
incubators as learning labs for teaching technology commercialization and entrepreneurship.

5.3. University Incubator Models
Business incubators that are supported by colleges and universities tend to follow three
basic operating models.
• Model – I - University-owned and operated incubation programmes which are a
division of an academic department or which functions as a separate entity under the
college’s jurisdiction and oversight, subject to the campus’s policy and procedures.
• Model – II - Independently-owned incubation programmes which are independently
operated under formal partnership agreements with universities, generally with
university representation on the entity’s board of directors and involving some source
of college funding or, if government-supported, some government funding.
• Model – III - Incubation programmes that are entirely independent of any university
but which maintain an informal relationship with a campus, operating in the same
host community as the incubation programme
In Lebanon, the Berytech Technology Pole, which follows the second model, is geared
towards new ventures in the technology field, not necessarily with a preference to the St.
Joseph University students, nor to a non-profit model.
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May we add that we will be growing a ‘Model – I’, i.e. the ‘University-owned and operated
type of incubator’ with the interesting twist of the Open Source component and “Students
only” based business venture.

5.3.1. Incubator Role
In recent times, the influence of open source software in IT industry has increased
significantly, especially in the European Community. This resulted in existing open source
projects to grow, new projects to be founded and previously proprietary software to be
released under open source licenses.
To measure the success of such endeavours, it is important to understand the inner
functioning of such communities around open source projects and identify their central
topics of actions. Also, it is necessary to determine the optimum prerequisites for the
successful start of new open source projects.
‘In this sense, recently [the] FIWARE project has been presented. The goals of this project
is [are] to promote the use of a “standard” infrastructure and middleware (OSS) called
FI-WARE for the development of Future Internet in different fields: e-health, transport,
smart cities, agro food, etc. 80 Million Euros are dedicated to this programme for two
years. Around 1500-2000 projects will be funded.
Other initiatives carried out by other public institution[s] in Europe (CEEI) are Business
Angels This initiative consists on investors [of investors] funding ideas or projects.’10
The role of the incubator in setting the framework of the start-ups is vital. The open
Source Community may be looked upon as divided into several concentric roles, ordered
in an increasing involvement in the creation of the open source software:
• Inactive User (least involved)
• User
• Contributor
• Developer
• Leader
• Core Developer
• Project Owner
• Initiator (most involved)
In other words, where will the incubator intervene, or not intervene, in setting the entry
level of the start-up in the list of roles above?

10 Contributed by Enrique Arias, UCLM
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Determinants affecting the success of Campus Linked Incubators (CLI)
No single incubator practice, policy or service guarantees success for an incubator; the
synergy among multiple practices, policies, and services produces optimal outcomes.

Institution’s Commitment to Entrepreneurship
• Use curricular and extracurricular activities to expose students, across all disciplines,
to the principles of entrepreneurship.
• Create focal points for entrepreneurship and students created start-ups.
• Ensure that entrepreneurship strategies and programmes operate according to global
best practices.
• Help youth determine if entrepreneurship is a viable career choice.
• Investigate entrepreneurship strategies and programmes to discover if they are
aligned and whether they could be integrated into the surrounding community of
entrepreneurs, investors and existing companies.
• Leverage and grow existing networks of investors, alumni, mentors and other
community assets to support the students’ ventures.
• Expand the pipeline of ‘investment-ready’ youth entrepreneurs, and provide the
market-based capital needed to start and grow student ventures

Institution Commitment to best practices
•
•
•
•
•
•

Have a written mission statement and “stick to it.”
Select student entrepreneurs based on cultural fit
Select student entrepreneurs based on potential for success
Review student entrepreneurs needs at entry
Showcase student entrepreneurs to the community and potential funders
Plan to cover the costs of rents and service, with a release mechanism to help student
entrepreneurs leave the nest

Incubator Advisory Board Composition (Pro bono positions)
The advisory board will act as the ‘guardian’ of the incubator business. It does not need
to have all the following profiles initially, but will be a significant element necessary for
the success of the venture.

Incubator Executive Board (Remunerated positions)
The incubator venture is a ‘business venture’ and cannot operate without a proper
commercial and legal structure.
• Chief Executive
• Executive Secretary
• Accountant (Part Time)
• Legal and Auditing Firms
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5.3.2. Successful Incubation Programmes
What are the Common Characteristics of Successful Incubation Programmes
A best practice incubation programme operates as a business. It has a mission, goals,
objectives, strategies, payroll, staff, cash flow, and most other business characteristics.
The incubator, therefore, is a business that helps to create and nurture new businesses.
(Web Source “Best practice for Incubator by miew somsing on Prezi.” Insert Name of Site
in Italics. N.p., n.d. Web. 10 Aug. 2016 <https://prezi.com/9erd-mrxp_ds/best-practicefor-incubator/>.)

Type
• Ratio of Non-Profit/Profit (I would venture that the vast majority is non-profit)

Size and Management
• Incubator Resilience (in years) – how long has it been in business and its success
regarding increasing outputs.
• Incubator advisory board size (in number of members)
• Incubator advisory board composition

Goals
• What were the most important goals for incubators?
- Job creation?
- Encouraging a political climate of free enterprise?
- Alternatively, as in our case, promoting and fostering the use of OSS for the
advancement of the community and the introduction of this new “platform” as an
accepted solution in government TOR’s and RFP’s
• What were the other key incubator goals?
- Were they diversifying the local economy?
- Were they accelerating new industries/businesses?
- Were they attracting or retaining businesses to the region where it was established?

Finance
• How were the operations supported?
- Through rent and service fees?
- Through funding?
- Other?
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Services offered
• What were the services that the EU incubators provided to their Clients?
- Help with business basics & accounting
- Shared administration/equipment
- High-speed broadband Internet & E-commerce assistance
- Networking activities among clients
- Marketing assistance
- Human resource training
- Comprehensive business training
- Help with business etiquette & presentation skills training
• Were these extra service provided?
- General legal services
- Access to educational resources
- Logistics support
- Help identifying management team members
- Shadow boards
- Access to venture capital
- Access to commercial loans
- Access to non-commercial loans
- Intellectual property protection
- Technology commercialization
- Customer relations training
- Links to strategic partners
- Help with regulatory compliance
- Government procurement assistance.
- During our meeting with Minister Boutros Harb of Lebanon on the 16th of May,
2014, I raised this point to:
- give access to local entrepreneurs to the government bidding processes by
- studying carefully the entry point at which the entrepreneur will have
a door opened (One recent TOR had a minimum requirement of 1000
installations/projects undertaken at 10Million USD each – J. Will this help
our young entrepreneurs?)
- accepting and encouraging the use of OSS through giving a 10 to 15%
preferential treatment to companies offering OSS.
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Principles
In the “Incubator Literature”, two principles characterise active business incubators:
• The incubator aspires to have a positive impact on its host community’s economic
health by maximising the success of emerging ventures.
• The incubator is a model of a sustainable, efficient business operation.

Best Practices
Model (as in best of breed) business incubation programmes are distinguished by a
commitment to incorporate the industry’s best practices:
• Commit to the two core principles (above) of business incubation.
• Have a clear vision of the incubator’s role in the community
• Develop a strategic plan with quantifiable objectives to achieve the incubator’s mission.
• Structure for financial sustainability by creating and implementing the realistic
business plan.
• Develop an incubator facility that contributes to the efficient delivery of corporate
assistance to client firms and that address the growing needs of each company.
• Recruit and appropriately compensate management who will be capable of achieving
the mission of the incubator and having the skills to help companies be sustainable.
• Build an operational board of directors committed to the incubators’ mission and
maximising management’s role.
• Seek to integrate the incubator and its programmes into the community
• Introduce shareholder support, including a resource network that helps the incubator’s
client companies
• Lobby for government assistance through tax relief, funding, employment incentives
that should aid in the long term the incubator’s mission.
• Maintain a management information system to collect data for ongoing programme
evaluation, thus improving a programme’s effectiveness and letting it evolve with clients.

5.3.3. The need for a feasibility study
Building an OSS business incubator requires the preparation of a feasibility study for
the project to explore, define the stages and processes of development, and identify all
funding sources. The study should determine the suitability and cost related to the use of a
location to house the Incubator/business accelerator offices and associated technological
and other start-up expenses.
In this section, we will investigate the steps we need to take to produce a successful
feasibility study and proceed to the proof of concept.
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The feasibility study stages we are considering are:
•
•
•
•

Fact Finding & Orientation
Preliminary Plan
Facilities & Services
Funding & Implementation

‘Build it, and They Will Come’ is Not a Strategy.’

5.4. Definitions
What is our aim?
• Our Incubator will be integrated into larger community, in our case a University
- We should seek to be part of overall community economic development plan
- Also, we should obtain a Community/sponsor support for mission and operations
• Our Incubator will have an active team
- Professional management with adequate pay
- Network of business advisors, mentors and consultants
• Our business (Incubation is a Business) will be anchored in professionalism
- It will emphasise client assistance
- It will model itself and encourage good business practices
- It will strive for financial sustainability
- It will measure effectiveness and impact regularly
Moreover, finally, it will “raise” successful companies, whose products are based on Open
Source Software, who are sustainable and a model for the community.

Why a feasibility study?
Before conceptualising or developing an incubator project – a community development
institution, a university department, or other entity – we should consider having a
specialised third-party conduct a feasibility study. Without one, an incubator in phase of
development cannot respond to the questions that will arise from
• Universities involved in this project,
• community members,
• students who will benefit later on from the services of the project,
• potential funders,
• and others
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about the project’s potential for achieving success.
A feasibility study is “due diligence”, as in any venture. It needs to look at a particular
number of factors as objectively and dispassionately as possible. Some of the points a
feasibility study must address are:
• The market, including the composition of the University or region’s entrepreneurial pool, the
needs of prospective clients and whether the community or school can meet those needs.
• Stakeholder buy-in, which focuses on garnering program champions and community support.
• The financial feasibility of the project, both short-term and long-term.
• The availability of real estate suitable for a business incubation program.
Another aspect we should consider is the setting up of a University committee to pitch the
idea to the University regency and to obtain the support of these potential stakeholders.
Although we might hope for a keen interest in the incubator project, not every community has
an adequate pool of potential entrepreneurs to support an incubator. Will the environment
(The University), where the incubator will operate, have a turnover of 10 to 15 businesses
every a couple of years? If the answer is negative, the project will not be sustainable.
Another major point to examine is the stringent rules, for the allocation of funds to this
section of the project, as defined by Tempus. Therefore, we also should develop a request
for proposals for, and identify possible sources to fund, a feasibility study. Whether the
process is formal or informal, some preliminary legwork must precede the study.

Goals
We describe here an initial proof of concept for ensuring that the Incubator project
participants appreciate what a business incubator is.
Office space is available for Startups from any commercial landlord. What they will not
get there is management guidance, technical assistance and consulting that is tailored to
young, growing companies. Should these services be offered, the fees required would be
well beyond the resources of the young entrepreneurs.
A business incubator is an organisation that affords services to its clients. It is not the
supplier of inexpensive office space. It is not a pool of administrative services. Incubators
provide facilities to their patrons, like:
• Interacting with other business persons and with business people who made it in their
field of expertise;
• Assistance with planning at all levels, business, strategic and marketing;
• Right of entry to principal; and
• Mentorship to nurture the skills needed to create a successful business.
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What are the best practices of incubation?
•
•
•
•
•
•

Mission-driven & market responsive
Sustainable
Efficient management & unwavering leadership
Good client selection
Attainable client graduation
Measurable outcomes

Incubator Intervention Areas
When do incubators succeed?
In short, all research commissioned by international economic institutions, to discover
the whys and wherefores of successful incubator projects, had these main factors fulfilled
before they could wave their flag:

Management
• They write a mission statement and follow it
• They select their clients according to a cultural fit (In our case, students will need to
have a strong entrepreneurial spirit, be hard working, accept to fail, rebound after
failure, try again and be in love with Open Source Software)
• The incubator will need to have flair to select the clients based on potential for success
• Follow up with the client and fulfil their needs as and when these emerge
• Put forward their client’s’ successes to the community and potential funders
• Have a stringent and healthy income plan for rent, service and maintenance fees.
• Offer their clients a reasonable exit strategy that will extend the relation after ‘the
time when the bird has left the nest.’

Advice
• Clients should have access to a previous start-up who has benefited from an incubator,
or from this incubator,
• They also should be advised by professionals (Their scope and variety was covered
previously, but will be enumerated for completeness sake)
- Technology and technology transfer
- Accounting
- Legal
- Intellectual property
- Community and academic
- Management and administration
- Payroll and personnel
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Data Collection
• The incubator should, once the number of clients reaches a reasonable number, collect
all client and graduate firms revenues and employment; and businesses graduation
and survival rates.
• Collecting outcome data demonstrates a positive return on investment and ensures
continued program funding, leading to a situation where success breeds success.

Not for Profit
• Incubators who focus on profit do not correlate with client successes. Part of the
issue is psychological. Clients, in the incubator stage, are expecting help, not to be
considered as “clients’ to be “exploited.”

Look for Public sector support
• To give excellent service, the Incubator has to successfully raise capital and cultivate
funding resources from the community, government and public financial institutions.

Comfortable budget
• The budget allows the incubator to deliver critical Clients services promptly

5.5. Recommendations and FAQ
The role of advisory boards in the success of the incubation process
Incubation advisory boards should include varied and broad expertise
These boards help develop quality business assistance services for the incubation
programme, embed the programme in the larger community, market the incubator, and
provide practical programme oversight. They could include:
•
•
•
•
•

Experienced Entrepreneur
Local Economic Development Official
Corporate CEO/President
Venture or Angel Investor
Legal Counsel (Lawyer specialising in intellectual property protection and savvy to the
intricacies of stock market investments – the legal framework for venturing, IPO’s,
stock options, etc.. is very rudimentary in Lebanon)
• University Administrator
• Chamber of Commerce Representative
• Graduate Client (satisfied former client that has benefited from and succeeded after
the incubation phase)
Other expertise can play a significant role in an incubation programme and should be
researched, as the OSS community building is still undocumented.
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Incubator management and stakeholders should periodically assess services offered
Services that are statistically significantly related to client firm performance include:
• Providing entrepreneurial training (business basics, managing start-ups, etc.);
• offering access to investment capital;
• securing strong supportive relationships with local area higher education institution(s);
• Developing resilient mentors, including shadow boards and loaned executives.
Also, incubation programmes should not overlook the obvious services needed by startup businesses and provide high-speed broadband Internet access, shared administrative
services, office equipment, presentation and business etiquette
Full-time staff should be on-site and adhere to the following management practices:
• Collecting outcome data;
• Providing pre- / post- incubation services;
• Conducting periodic reviews of the
- budget,
- service providers,
- and other programme activities;
• Showcasing clients and otherwise marketing the programme; and
• Developing effective entry and exit criteria for the incubator.

Incubator Space
Business incubators rely on low-rent or no-rent facilities for the incubator clients as these
need affordable or free office space. An incubator’s facility is a critical component of the
strategic plan for an incubator.
The European Commission found that “the provision of workspace is central to the
incubator model.”
Standard practices now exist concerning the most appropriate configuration of incubator
space. The European Commission recommends determining the size of the incubator
structure, the profile of the type of companies to be incubated and the ideal infrastructure
needed for success. Once an incubator’s niche is identified, it is important to visit operating
incubators with similar characteristics. These visits serve to help:
•
•
•
•
•

Determine the ideal size of an incubator
Establish the architecture of incubator workspaces
Ascertain how many workspaces are required
See the typical size of each workspace
Decide on basics like telephone and internet connections, etc.
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“The right building can provide the basis for the financial self-sustainability of the
incubator and an environment in which the entrepreneurs and incubator staff can work
together to grow new businesses. The wrong building can lead to failure…” 11

FAQ – Facilities recommendations
Typical questions to ask when deciding if a service will make a sustainable incubator include:
• Does it meet size requirements of the financial model to enable incubator sustainability?
• Does it require minimal renovation?
• Are there any environmental hazards? (like the proximity of a power station)
• Can the facility be easily maintained?
• How much will it cost to operate?
• Can walls be moved and spaces reconfigured?
• Are there enough common areas? (conference rooms, library, kitchen, service centre)
• Is the incubator building and location safe/secure so entrepreneurs can work day or night?
• Is there adequate parking?

IML’s Contribution
Management Practices
•
•
•
•
•
•
•
•
•
•

Written mission statement
Written marketing plan
Financial sustainability or have a plan for achieving financial sustainability
Review clients’ needs at entry
Develop efficient entry and exit criteria
Select clients based on cultural fit and potential for success
Showcase clients to the community and potential funders
Provide pre- and post- incubation services
Collect outcome data for an extended period
Conduct periodic reviews of budget, service providers and other programme activities

Services
•
•
•
•
•
•
•

Business basics
Presentation and business etiquette
Managing a new enterprise
Investment capital
Accounting services
E-commerce assistance
Networking and marketing assistance

11 Rice & Matthews in Growing New Ventures, Creating New Jobs (1995)
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•
•
•
•

Regular engagement with incubator manager(s)
Active mentor programmes, such as shadow boards, loaned executives, etc.
Strong supportive relationships with local area higher education institution(s)
Production assistance and product development, from R&D and prototyping, through
to engineering production systems
• Administrative services and office equipment
• High-speed broadband Internet

Operational Structure
• Profit/Non-profit model

Budgets and Finances
•
•
•
•

Robust payment plans for rent and service fees
The majority of revenue—not all—comes from client rents and service fees
Larger budgets that allow the programmes to deliver critical services
Some level of incubator subsidies

Staffing
• Smaller staff-to-client ratios
• Competent staff with enough resources – including time – to provide vital services
efficiently
• Substantial investment in staffing and programme delivery

Other Know-how That Can Play an Important Role (but might not be available to IML)
•
•
•
•
•

Marketing professional
Production engineering specialist
State economic development official
Incubator Manager
Real estate manager/developer

Academia and Culture in an OSS Incubator environment
How many other incubators in the European Union have gone the way of OSS?
Conventional incubator practices might need to be reviewed here to establish their
validity in the context of both the
• Platform (OSS)
• The environment (Lebanon and Jordan)
• The economies and finances involved
• The short-term chances of success
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