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Chapter 1.

Configuring a Linux Router
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Aim of the Chapter

A Linux machine can act as a workstation, server orasa router. The aim of this
chapter is to show how to deploy Linux on the networko actas a router.

1.1- Routing Overview

A-What 6s routing?

Routing is the act of moving information across an interetwork (/.e. many networks
interconnected togethey from source to destination. Routing occurs at Layer 3 (the
network layer) and it involves determining optimal routng paths before transporting
IP packetshrough an inter-network.

BWhat 6s a router?

A router is a layer3 device that interconnects two or more networks by routing
packets through its interfacesA router must have at least two interfaces each of
which has an IP address on the netwodegmentt belongs to.

When we say that a network equipment functions at a given layer, it means thiat
cannot read the header information of any other highdayer. Examples of network
equipments are hubs and repeatefunctioning at layer1, bridges and switchest

layer 2. Other network equipments may function at higher layers such d@ewalls

and proxies

NOTE:l t 6s i mportant to note t h aolatebreadaast e r
traffic. This is doneonly by a router which implicitly prevents broadcast traffien one
connected network segment from accessing other segments connected to the same
router.

C-Where to place a router

A router sits between twodifferent network segments. It can be used to septs
different sub-networks in the same LAN, or it can be placed between the LAN and
the WAN for connecting to the ISP (Internet Service Provider)or to other remote
LAN.
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Many | ayer 2 LAN technologies exist (wireles:c
is still the most common used technology in LAN. Layer 2 WAN technologies and

protocols are different fom thoseusedin LAN. As examples of WAN technologies,

we have Frame Relay, ISDN, ATM, X.25, PPP or HDLC. Physical specifications at

layer 1 (connectors¢ a bl es, signal formséetc) and addr e
generallydifferent in WAN from those used for LAN

LAN

WAN
Ethernet Internet
interface
4 Frame Relay
= —— Serial
Router interface

Fig 1.1- LAN and WAN: Different layer 2 technologies are used

Therefore, and before deploying a Linux router, we must make sure it can handle the
layer 2 specificationgprotocol and physical porty for each connected network.

D-Routing table:

Routers maintain information in routing tables. Destination/next hop associations tell

a router that a particular destination can be gained optimally by sending the packet to

a particular routerr e pr esenting the fAnext hopdo on the
When a router receives an incoming packet, it checks the destination address and
attempts to associate this address with a next hop. For determining the optimal path

to a destination, routersuse armetric value which is a standard of measurement, such

as path lengthin hops or link parameters Routing information can be configured

staticallyby the network administrator, ordynamicallythrough routing protocols

A routing table may contain hree types of routes:

Local routes These are routes created implicitly by the operating system and indicate
networks that are directly connected to the router via its interfaces.

Static routesThese routes are manually configured by the network admitnagor.
Dynamic routes These routes are dynamically configured by routing protocols.
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Generally, static and dynamic routes provide paths to networks that cannot be
directly reached by the router; instead, a route to another reachable gatewagxt
hop) may lead the packet to reach its final destination.

NOTE A default routeis used when the network destination of the packet being
forwarded has no matching entry in the routing table.

E-Routing protocok:.

In case of large networks, it would be veryifficult for a network engineer to

configure all routing tables manually. Routing protocols enable automatic
configuration of routing tables inall routers on the network. They enable routers to

exchangeand updaterouting information via protocol specificmessagesWe have

many types of routing protocblike RIP (Routing Information Protocol) andOSPF

(Open Shortest Path First)Metrics significance differs according to the routing

protocol. In RIP, it represents the number of hops (intermediate routers) the
destination, while in OSPF, itds a functio
bandwidth. A Linux router can handle dynamic routinghrough routing daemonsin

this chapter we will configure only static routing.

NOTE: IP is called aroutedprotocol, RIP and OSPF are callgduting protocols.

1.2 - EnablingRouting

For your Linux machine to act as aouter it must have the required hardware
interfaces (NIC or other ports) properly configured with their IP addresses. Theouy
havefirst to enablepacket forwardingor the routing function. In simple termspacket

forwarding enables packets to flow through the Linurmachinefrom one network to

another.Routing is disabled by defaulfTwo ways are available tenable routing

Using Command:

The specida RAM memory-based/proc directory provides a mechanism to the kernel

to communicate with processes The system variable contained in
Iproc/sys/net/ipv4/ip_forwardfile wi | | enabl e rlgandngfOeset ot
routing will be disabled. To insantly enable routing, use the following command:

# echo 1> /proc/sys/net/ipv4/ip_forward

This value will be loosedafter restarting the system or the network service.
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Configuration file

The Linux kernel configuration parametethat control routing or 1Pv4 forwarding is
namednet.ipv4.ip_forward and can be found in thdetc/sysctl.confconfiguration file.
For permanently enabling or disabling routingyou havefirst to remove the #' from
the line related to packet forwarding, and then:

To disable packetorwarding, set the parameter as follows:
net.ipv4.ip_forward=0
To enable packet forwarding, set the parameter as follows:

net.ipv4.ip_forward=1

This enables packet forwarding onhafter you reboot the system or the network
service The value setfor net.ipv4.ip_forward parameter will be copied to the
Iproc/sys/net/ipv4/ip_forwardfile. Another way to activate the feature immediately
instead of restarting the network services to force Linux to read thefetc/sysctl.conf
file with the sysctl commard using the-p switch. . sysctl is used to modify kernel
parameters at runtime.

Here is how it's done:

# sysctl-p

Thiswill show the following:
net.ipv4.ip_forward = 1
kernel.sysrq = 0
net.ipv4.conf.default.rp_filter = 1

kernel.sysrq = 0
kernel.core uses_pid =1

This command displagother system variables contained ietc/sysctl.conf
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1.3- Checking theRouting Table

The route 1 n or netstat-nr command will all provide the contents of therouting
table. Networks with a gateway of 0.0.0.@re wually directly connectedto the
interface because m gateway is needed to reach your own directly connected
interface. The route with adestination addressand Genmaskof 0.0.0.0is your
default gateway

Here is an example of a routing tablgsing theroute i n command

Fig 1.2The routing table as shown with theoute i n command

The routing table using thenetstati nr command:

Fig 1.3The routing table ashown with the netstati nr command
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The output of the kernel routing table is organized in the following columns

Field Description
Destination The destination network or destination
host.
Gateway The gaeway address or '0.0.0iDnone set.
Genmask The netmask for the destination net;

'255.255.255.255' for a host destination ¢
'0.0.0.0' for thalefault route.

Flags Possible flags include

U (route isup)

H (target is a&host)

G (usegateway)

R (reinstate route for dynamic routing)
D (dynamically installed by daemon or
redirect)

M (modified from routing daemon or
redirect)

Metric The 'distance’ to the target (usually coun
in hops). It is not used by recent kernels,
but may be needed lbguting daemondf
two routes exist for the same network, th
one with less metric will be preferred.

Iface Interface to which packets for this route
will be sent.

MSS Default maximum segment size for TCP
connections over this route.

Window Default window size for TCP connections
over this route.

irtt Initial RTT (Round Trip Time). The kerne

uses this to guess about the best TCP
protocol parameters without waiting on
(possibly slow) answers.

Another way to view your routing tableis to use theip route command

> ip route

10.50.10.0/24 wia 192.168.1.1 dev =th0

10.50.10.0/24 wia 192.168.1.1 dev ethi

192.168.1.0/24 dewv eth0 proto kernel sScope link sre 192.168.1.20
10.90.10.0/24 wia 10.20.10.100 dev ethd

10.125.10.0/24 wia 192.168.1.1 dev =th0

10.20.10.0/24 dev ethD proto kernel sScope link see 10.20.10.1
169.254.0.0/16 dewv ethd sScope link

default wia 192.1658.1.1 dewv ethO

Fig 1.4The routing table as shown with thdp route command
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The output is the same but in different format. Local routes are indicated by the
foroto kernel scope link sroentry followed by the ip address of the router interface
on the local network.

1.4- Adding Routes

via Command

The route addcommand can be used to add new routes to your servidte refaence

to the destinationnetwork has to be preceded with anet switch and the subnet mask
and gateway values also have to be preceded by tletmask and gw switches
respectively. For example, type the following command to add a route to the
10.0.0.0/24 destination network having 192.168.1.254 as next hop or gateway on ethO.

# route add-net 10.0.0.0netmask255.0.0.0gw 192.168.1.254

We can also specify the mfric and interface
# route add-net 10.0.0.0netmask255.0.0.0gw 192.168.1.254metric 1 dev ethO

ltdés not necessary to specify Théaiaterfacet ri ¢ or
label ethO at the end indicates from which interface the router must forward the

packet, except for pointto-point links, this may not be necessary since it can be

deduced from the gateway address from which interface to forward the paclé for

metri c, itds only wused by routi ngOgfbaemons,
static and local routes. il we addedtwo different routes for the same networkwvith

different metrics, the one with less metric will be preferred.

If you wanted to add a route to an individuaachine then the *-host’ switch would
be used with no netmask valugThe route command automatically knows the mask
should be 255.255.255.255). Here is an example for a route to host 10.0.0.1.

#route addi host10.0.0.1 gw 192.168.1.254

We can also us# route command
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#ip route add10.0.0.024 via 192.16.1.254

Unfortunately, routes addedvia commands cannot persist after a network or a
computer restart.

NOTE: Another way of making this change aftereboot would be to place tk
command in the file/etc/rc.d/rc.local which is always run atthe end of he booting
process, bt this will not make the route permanent.

Configuration files

In Fedora Linux, permanent static routes are added on a per interface basis in files
located in the/etc/sysconfig/networkscriptsdirectory. The filename format isoute-
interface-nameso the filename for interfaceethO would be route-ethO.

The format of the file is quite intuitive with the target network coming in the first
column followed by the word via and then the gateway's IP address our routing
example, to set p a route to network 10.0.0.0 with a subnet mask of 255.0.0.0 (a mask
with the first 8 bits set to 1) via the 192.168.1.254 gateway, we would have to
configure file /etc/sysconfig/networkscripts/route-ethO to look like this:

10.0.0.0/8 via 192.168.1.254

Fig 1.5The/etc/sysconfig/networkscripts/route-ethO content example

For this to take effet, you mustrestart the network serviceTo verify this, you can
check if the entry you added was inserted in the routing table or not.

1.5- Deleting Routes

Here's how to delete the routes added in the previous section.

# route del-net 10.0.0.0netmask 255.0.0.0 gw 192.168.1.254

Or
#ip route del 10.0.0.G24 via 192.168.1.254
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If the route exists in the /etc/sysconfig/networkscripts/routeethO file, the
corresponding entrywill also have to bedelged. For example, élete the line that
reads:10.0.0.0/8 via 192.168.1.2540m the file and restart the network service.

1.6- Configuring the Default Gateway

As indicated inchapter 6 (paragraph 6.7ve can add the default route using the route
command as follows:

# route adddefault gw192.168.11

Or

# ip route adddefaultvia 192.168.1.1

We can also adda permanent default gateway in thdetc/sysconfig/network (See

chapter 6)

1.7- TroubleshootingTools

1.7.1- The tracemute command

tracerouteis a command thaprintsthe route taken by padkets to the target network
host. The usage is the following:

# traceroute [option] [hostname or IP address]

Someoptions are:

Option Usage
-m sets the max timeo-live (max number of hops) used in outgoing probe
packets (default is 30 hops)
-| For usng ICMP ECHO instead of UDP datagrams
-S For changing the IP source address in outgoing probe packets on h

with more than one IP address.

traceroute attemptsto trace the route an IP packetould follow to some internet
host by launching UDP probe packets with a smalttl (time to live) then listening for
an ICMP "time exceededteply from a gatewaylt startsprobes with a ttl of one and
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increase by one until weget tothe targethost) or hit a max (which defaults to 30 hops

& can be changeé with the -m flag).
Example of using traceroutasing ICMPis in the following:

[root@intranet ~]# traceroute -1 192.168.1.1
traceroute to 192.168.1.1 (192.168.1.1), 30 hops max, 38 byte packets
1 10.20.10.1 (10.20.10.1) 0.443 ms 0.419 ms 0.351 ms

2 192.168.1.1 (192.168.1.1) 0.699 ms 0.752 ms 0.529 ms
[root@intranet ~]# D

Fig 1.6 The output of the traceroutecommand.

In this example, we are tracing route to the 192.168.1.1 machine. The first line in the
output indicates the target host, the maximum number of hopend sent packet size.
Then, each line of output represents 1 "hop" othe trip to the destinationincluding
the round trip times, in milliseconds for the 3 packets that were sentf you see times
over 350ms, over 1 second, or asterisks (*), then thathis point on the network
where you are being slowed dowrOther possible annotations after the time aré,

IN, or!P (got ahost, network or protocol unreachable, respectivelyi the IP of the
router or hop is replaced by an asterisk (*), it means tth ICMP "time exceeded"
reply packet has been received from this routemnd therefore, the IP address could

not be determined

1.7.2- The ttcp command

As a net wor k admini strator it 6s

mportant

while administering your Linux router. The ttcp command is useful for estimating the
available bandwidth between two Linux machines, particularly, the TCP or UDP
throughput. Thettcp commandtimes the transmission and reception of data between
two systems using the UDP or TCProtocols. For testing, the transmitter should be
started with -t and-safter the receiver hadeen started with-r and-s. Tests lasting at

least tens of seconds should be usedhiain accurate measurements.

[root@intranet ~]# ttcp -T -s

ttep-r: buflen=8192, nbuf=2048, align=16384/0, port=5001 tcp
ttcp-r: socket

ttep-r: accept from 10.10.100.44

ttep-r: 16777216 bytes in 18.66 real seconds = B7B.14 KB/sec +++
ttep-r: 11528 I/0 calls, msec/call = 1.66, calls/sec = 617.87
ttep-r: 0.0user 0.1lsys 0:18real 0% 0i+0d Omaxrss 0+3pf 11627+0csw
[root@intranet ~]# I
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Fig 1.4The ttcp command output as shown on theeceivermachine.

On the receivermachine, we stated the ttcp test with thettcp ir iscommand and at
the same time, on thdransmitter machine (10.10.100.44), we started the test with
ttcp 7t T's. Results, including throughput in KB/sec are shown on both machines.

NOTE: These are standard but not the bnused Linux tools, we may found a wide
variety of other multipurpose tools on the Internet. Before using any network tool, be
sure to understand the protocols (I CMP,
these protocols may be blocked by any filteny device such as firewalls. Unless you
do, results with such tools may be misinterpreted.

1.8- Which Router to Choose&?

From an economic point of view, outer appliances that provide basic Internet
connectivity for a small office or home network are beoaing more affordable every
day, but when budgets are tight you might seriously want to consider modifying an
existing Linux server to do the job.

Technically, a dedicatedhardware routermachine has a special operating system for
routing (called IOS or Internetworking Operating System in case of Cisco routdos
example).In case of Linux router, the routing and network services are running on
top of a multipurpose operating system and will have therefore less performance and
even weaker security level sice ay system vulnerability will impact the routing
function.

Conclusion

In network administration, configuring routers is a building block. Linux can be
configured for static and dynamic routing. For this, the machine must have proper
hardware configuation. First, hardware interfaces andP addressesnust be properly
configured, and then routing must be enabledRoutes can be added or deleted via
command or permanently with configuration files. The traceroute network utility
helps in determining the @th to target hostfor troubleshooting purposes

From an economic point of view, using Linux router may be convenient, but when it

comes to performance and security, dedicated hardware routers may be more suitable

especially for large networks.
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Chapter 2:

Firewall and Security
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Aim of the Chapter
The aim of this chapter is to introduce sec
network.

2.1- Security @®ncepts

Network security is a primary consideration T o d a yry essential sfor ang

enterprise to computerize its workflow, to interconnect computers in a network for

sharing data and resources, and most of times, to be connected to the internet.
Connection to the Internet is for both allowing public accesstotheent pr i seds publ
servers (web,ana i | , application serversé), and for
access the Internet resources. Since the Internet is considered a potential source of

threats, security is becoming as important as the network servitself. Many security

means of defense exi st (encryption, filteri
against different types of threats (eavesdr
way to categorize security threats or mechanism of defensearsording to the

multilayered model (Network, Host, Data, and Application). This chapter concerns

Linux security at the Network level, which can be provided by configuring a Linux

firewall.

2.1.1- What to Secure:

Computers hold data and operating sgshs. The security concept in the IT domain is
based on protecting both the data and systems. When it comes to networked
computers, especially those connected to the Internet, security threats become more
dangerous.

2.1.2- Source of threats

In fact, when connecting a computer to the network, a new mean of accessing this
computer will be present: the network access. Accessing the computer via network
will rely on network protocols, particularly, TCP and UDP. Sessions require opened
ports on the target comuters, on which running services will listen for user request.
Therefore, any opened port on any machine on the network is considered to be a
threat for the whole network.
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Since corporate networks are most often connected to the Internet, we can classify
network users as local or internal users (on LAN), and external users (on the
Internet). However, this does not mean that external users are the only source of
threat. Internal users are considered also to be an equal and even more dangerous
source of theat. This is due to the fact that an internal user has more privileges than
an external one, and can intentionally dve fto social engineering Issugsor
unintentionally, (due to a network spreading virus or worm)attack hosts on the
network.

Corporate Network

Public servers

Internet

External users

Network access

Fig 2.1 Source of threats: internal and external usi

22-Wh at Grswal®? F

A firewall is the device that can control and filter traffic incoming and outgoing from
a given network. For this, a firewall must be placed at the point where the corporate
network is connected to the Internet or to dter networks. If the firewall is to be used
for separating local suimetworks in the same LAN, it must be also placed at the point
of their interconnection. On the other hand, and since broadcast traffic is destined to
al | net wor k hos the firewallttodbe als salsleetn isdlate Ibroaflcast
traffic between network segments.
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For these reasons, and in addition to the filtering capabilities, a firewall must have
first the routing functionality (for both delivering packets and separating broawkt
domaing. The firewall is a device that provides connectivity and security in the same
time. Therefore, it can be defined asrauter having filtering capabilities

Corporate Network

Public servers

Internet

External users

Firewall

Fig 2.2Firewalls protect resources from internal and external threats

A firewall can have more than the routing and filtering functionalies such as NAT
(Network Address Translation), logging, VPN (Virtual Private Network) server. The
most essential function is filtering and is explained in the following.

2.3-Wh a tPdclset Filtering

Packet filtering is the mechanism used by firewalls faontrolling network packets
Inbound and Outbound. Packet filtering could also be used to control internal
network traffic between different LAN segments. Packet filtering is based on filtering
rules that would allow or block the traffic. Each packet shadilbe checked against
filtering rules.

2.3.1- Filtering rule:
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Generally a filtering rule is a combination of:
<malftch criteria> +<action to take>

A The <match criteria>could be based generally on one of the following:

V Source or destination IP Adresses
V Transport layer protocol (TCP, UDP)
V Source or destination port number
According to the filtering device capabilities, other criteria could be checked such as:
V Source or destination MAC Addresses
V TCP or IP header flags

Other advanced filteringlevices could include some higher layer information such as
user identity, application contenfThese would require special security devices (such as
proxy servers). Generally, we can consider a firewall as bdmgea4 device

A The<action> to takeis generallyAccept or Reject

To show the logic behind packet filtering rules, here is an example:

Match criteria
Action
Source Destination Protocol | Destination | Source
address address port port
10.40.10.0/24 10.15.10.50 TCP 80 > 1023 Accept
any 10.15.10.50 TCP any any Reject

In this example, traffic destined to th€.15.10.5Qweb server) will be accepted only if
destined to port 80 and if it originated from the 10.40.10.0/24 network, which is the port
on which the HTTP service is listeningyny other traffic will be rejected with the second
rule.

Each packet must be checked against this rule, and the set of all firewall rules will define
the filtering policy.

2.3.2- Filtering strategy:
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The strategy that must be applied is to accept @déictrwe want, and then to reject
everything else by default. Another less secure strategy is to reject the unwanted traffic,
and to accept by default, which will increase the possibility of network attacks.

24- Firewall Types?

Communications are builtgenerally on sessions (e.g. TCP or UDP sessions). During a
session, source and destination parameters in the packets headers (IP addresses and
port numbers) are switched from one direction to the other: thitial traffic is from
[clientA to server] and response traffias from [serverA to client]. In order to be
established through the firewall, traffic for a given session must be allowed in both
directions.

Network Access
Q Session TCP - UDP/ P
E. Dest
Client T
Source Source
B Lol s
D(|est

Fig 2.3Initial and response traffic: source IP addresses and port numbers are switche:

24.1- Stateless firewall:
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With stateless firewalls, the initial anl response traffic must be allowed explicitly. As
shown in the following example, a static rule is needed for allowing the traffic in each
direction.

Match criteria
Action
Source Destination Protocol | Destination | Source
address address port port
1040.10.0/24 10.15.10.50 TCP 80 > 1023 Accept
10.15.10.50| 10.40.10.0/24 TCP > 1023 80 Accept
any any any any any Reject

With stateless firewalls, response traffic must be allowed for the session to take place.
In this case, all ports numbers > 1023 mus# opened for the server replies to clients,
which would be considered a weakness in the firewall policy since too many ports are
opened in the opposite direction. This would be more dangerous if the stateless
firewall is to be connected to the Internet ath HTTP connections must be allowed for
any external web server.

2.4.2- Stateful firewall

The stateful firewall examines the header information of the packet that initiated the
connection. If the inspected packet matches an existing firewall rule thatrmits it,

an entry is added to the state table. From that point forward, the packets in that
particular communication session are allowed access without call for further
inspection because they match an existing state table entry. State table entry may
contain information such as:(transport protocol, source and destination IP addresses
and port numbers, flags, sequence and acknowledgment numbers, time to live of the
dynamic rule). This method decreases the number of static rules that must be handled
by the firewall, and increases the overall performance and security level (since only
necessary ports are dynamically allowed and removed at the end of the session).

e m———_———

Internet

—— -

“ ~Response (EST)

-

e ———

Firewall
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Fig 2.4 Stateful firewalls: dynamic rules are created for allowing response traffic.

In this case, static rules are always needed for allowing initial traffiequest. One
generic rule may be sufficient for allowing response traffic, for example:

Match criteria
Action
Source Destination | Protocol | Destination | Source State
address address port port
10.40.10.0/24 10.15.10.50| TCP 80 >1023| SYN-SENT | Accept
10.15.10.50 | 10.40.10.0/24 TCP - - ESTABLISHED | Accept
any 10.15.10.50| TCP any any any Reject

The stateful firewall can distinguish states for each packet by checking the protocol
flags (SYN and ACK flags for the TCP protocol) and can then deduce the sihtbe
protocol. Protocol states are discussed in the following.

2.5- Protocol States

State is the condition of being of a given communication session, which can differ
according to the application or protocol that the parties are using. For connection
oriented protocols, like TCP or FTP, states are well defined, while for connectionless
protocols, like UDP or ICMP, states can be considered as psestdteful protocols.

2.5.1- TCP states:

Because TCP is a connection oriented protocol, and becausé#wnning and end of

the communication session in TCP is wel/l def
protocol. TCP6s connection establishment i s
CLOSED state is entered when no connection exists or whesneection is closed

with the FIN or RST flags in the TCP header.
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TCP state Description
CLOSED No connection exist
LISTEN Host waiting for request
SYNSENT Host sent SYN and waiting for SYMCK
SYN-RCVD Host received a SYN and will send S¥YNCK reply
ESTABLISHED Initiating host enters this state after receiving SYAACK
Responding host enters this state after receiving the ACK

The order in which these states occur during thé &ay TCP handshake is shown in
the following figure:

TCP states
The 3 way handshake

Client states Server states

&

SYN-SENT LISTENING

ESTABLISHED

Fig 2.5TCP states during the\8ay handshake

25.2- FTP states:
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Ftp is TCP application that does not behave in the standard way. As shown in the
following figure, the client first initializes an FTP connection on port 21 for
establishing the CONTROL channel. Using the FTP PORT command, thentl
specify to the server the suggested port (port y) on which the client will listen for the
server request to establish the DATA channel. The server then reinitializes another
new connection in the opposite direction (server to client) from port 20 tdé port
suggested by the client.

This behavior cannot be detected by standard stateless nor stateful firewalls. In fact,
this requires some applicatiotevel capabilities in the firewall. The stateful firewall
with such capabilities will then pay specialtgention to certain types of application
sessions. When the stateful firewall sees that a client is initializing an outbound FTP
control session on port 21, it knows to expect the server being contacted to initiate an
inbound data channel on TCP port 20 bk to the client. The firewall can dynamically
create a rule that allows this connection. The firewall discovers on which port the
client is contacted (the suggested port y) through the use of application inspection.

FTP states
The PORT command

Client states Server states

&

SYN
Port X [PORT(Y)]
SYN, ACK
[port Y is OK]

Port 20
/
SYN,X\

Fig 2.6 FTP states and the PORT command

Port 21

Port Y

NOTE: FTP is notthe only application that requires special firewall capabilities.
Other applications (such as multimedia applications) require also the opening of many
parallel sessions (due to the large amount of data to be transmitted). There exists no
one firewall in the world that can handle all these services behaviors. These
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applications would require special modules to be handled by a standard stateful
firewall. On the other hand, the applicationlevel inspection capabilities with layer 4
firewalls are limited to the first exchanged packets of the session beginnings. For
extended application level inspection, proxy server will be needed. A proxy firewall
sits between the client and server, and reinitializes the request to the server on behalf
of the client. A proxy server can do applicatiofevel inspection without affecting the
performance.

2.5.3 UDP and ICMP states:

UDP and ICMP are connectionless protocols, therefore has no states. A stateful device
must track a UDP or ICMP session in a pseudtateful manne, keeping track of
items that are specific to current connections only. Items on which state can be based
in this case are source and destination IP addresses (and port numbers in case of
UDP). ICMP states can also be tracked according to massage types.

2.6- Network Address Translation§NAT)

NAT is generally used for both allowing internal private hosts to access public
Internet servers and for allowing public Internet hosts to access internal private
servers.

In general, the NAT machine should be ptad on the perimeter of the network, just
like any filtering machine out there. This means that the NAT and filtering machines
is generally the same physical machine.

For this, both servers and hosts on the private LAN should use the NAT server as their
default gatewayto the Internet.

While the router only reads the destination IP address of the packet, and does not any
modifications to the header éxcept for the TTh, The NAT server modifies the IP
header of the packet. In fact, the NAT server translatdse source and/or destination
addressesf packets to different addresses and then recalculates the checksum of the
packet. Based on this, we can classify NAT types as the following:
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SNAT (Source NAT)

SNAT is used for allowing internal private hoststoace ss t he I nternet.

we have multiple network hosts on a private network that must access the Internet
and we can't afford a real public IP for each one of the hosts. We can use one of the
private IP ranges for our local network (for example,92.168.1.0/24), and then we
turn on SNAT for our local network. SNAT will then turn all 192.168.1.0 addresses
into its own public IP (for example, 194.126.23.40n other words, traffic from all
devices on the private networks will appear as if it origated from a single IP address
on the Internet side of the firewall.This way, there will many clients using the same
shared IP address in many-to-one IP address translation. We can also speamfany-
to-many IP address translations by specifying a set piiblic IP addresses (virtual
interfaces addresses) on the public interface of the firew&NAT isuseful if we want

to distinguish between hosts or group of hosts on the public side by assigning
different public SNAT IP address for each (for example 1¥&.1.0/24 is mapped to
194.126.23.50).

Internet SNAT  corporate Network

Private Network

Firewall-NAT 172.16.1.0/24

Web server

Private Networ
192.168.1.0/24

©

Public IP adresses Private IP adresses

Fig 2.7 SNAT allows internal private hosts to access public Internet server:

NOTE: Although NAT stands for Network Address Translation, but in fact, what the
NAT server does is the PAT (Port Address Translations) eedoading which consists
on using different ports. Each connectio to the Internet from the local private
network is reinitiated with the public IP as the source IP but with different source
port (one for each client or session). This will allow the NAT server to define a unique
traffic flow (source and destination IP ddresses, source and destination port
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numbers)in the NAT table in order to be able to distinguish and forward outgoing
and incoming packets for every different client or session.

MASQUERADE

Masquerading has the same functionality of SNAT with the diffamce that the
masquerade IP address always defaults to the IP address of the firewall's main
interface. The advantage of this is that you never have to specify the NAT IP address.
This makes it much easier to configure NAT with DHCP on the public interfasale.

DNAT (Destination NAT)

DNAT is used for allowing external Internet users to access our internal private
servers. To make this available, the IP address configured on the firewall public
interface (could be a virtual address), will be mapped to thernal server private IP
address. When an incoming request is destined to the public IP on the firewall
(194.126.23.100), the firewall will change the destination IP address in the IP packet
header to the private IP of the internal server (172.16.1.100he remote client will
appear to be communicating with the firewall through its public IP address, while in
fact 1td0s being communicating with the inter
firewall will stand in between the Internet and your private srver, allowing it to be
accessed via a public IP on the public interface of the firewating-to-one) while
applying in the same time your security policy. With DNAT, we can also share an IP
for several internal serversaone-to-many) that are separated to several physically
different servers (using port forwarding mechanism}dere the combination of the
firewall's single IP address, the remote server's IP address, and the source/destination
port of the traffic can be used to uniquely identify a trafficldw. All traffic that
matches a particular combination of these factors may then be forwarded to a single
server on the private networkThis can also be useful for load balancing issues.

DNAT

- Internet Corporate Network -

Private Network

eb  172.16.1.0/24

server
172.16.1.100
o

Firewall-NAT
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Conclusion
Fig 2.8 DNAT allows external public hosts to access internal private serv

Corporate networks need to be comtted to the Internet in order to share resources.
On the other hand, data and operating systems need to be protected against network
attacks whether originated from internal or external users. Today, there exist various
security threats and mechanisms alefense. Firewalls can provide both connectivity
and security at the network level while acting as a router that has filtering
capabilities. Filtering is a mechanism that can protect a network by checking every
incoming and outgoing packet against a setrafes defining the firewall policy. A rule

IS a combination of a match criteria and the action to be taken if the condition
matched. Conditions are based generally on layer 4 and below headers, while actions
are generally to accept or to reject. Filteringtrategy to reject by default is the most
recommended. Two types of firewalls exist: stateless and stateful firewalls. For a
communication to be allowed through a firewall, packets are to be allowed in both
directions. With the stateless case, static rglare to be added for reply packets to be
accepted, while this can occur dynamically in the stateful firewall case. Some special
applications (like FTP and multimedia applications) need special modules or
configuration on the stateful firewall in order tobe handled. For special application
level filtering, a proxy server may be needeéirewalls NAT function can allowboth
internal private hosts to access public Internet servefthrough SNAT) and public
Internet hosts to access internal private servefshrough DNAT) while always
applying the filtering policy.
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Chapter 3:

Configuring aDNS Server

29 I Dr. Jawad Khalife



NETWORK ADMINISTRATION UNDER LIN} 2016

Aim of the Chapter

The aim of this chapter is to understand basic configurations for the DNS server
(BIND) under the FEDORA Limux operating system.

3.1- Introduction to DNS

DNS service

Domain Name System (DNS) service converts the name of a web site
(www.examplecom) or a machine (mypc.example.com) to an IP address
(65.115.71.34). It can also be used to locate a mail server fogiveen domain
(@example.com). This step is important, because the IP address of a server, not the

server's name, is used in routing traffic over the Internet. For a client to resolve names

to IP addresses, one way is to store these mappings in a locabfil¢he client host.

But for | arge scale networks, itdés more ac
mappings on a dedicated DNS server. When networks gets larger, such as in the

Internet case, it becomes also more accurate to have a distributed databaseamy

DNS servers, each delegated to hold a specific pazameof the entire database.

The DNS service is used by both internal and external users to the corporate network.
In fact, public DNS serverswill help guide Internet users to your network pubc
resources such as web andneail services, andrivate DNS serverswill help your
internal users to resolve and cache Intranet and Internet host names for accessing
internal and external resources.

DNS Clients

A DNS client doesn't store DNS informatig it must always refer to a DNS server to

get it. The only configuration for a DNS client is to define the IP address(s) of the
DNS server(s) it should use. Another way to resolve names to IP addresses is to store
these mappings in a local file on the €lint host.

DNS Domain

Everyone in the world has a first name and a last, or family, name. The same thing is
true in the DNS world: A family of Internet resources can be loosely described a
domain For example, the domain example.com has a number of clelr(servers),
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such as www.example.com and mail.example.com for the Web and mail servers,
respectively. Domains may also be subdivided into sdbmains, for example,
computer.comand example.comare two child domains for thecom domain.

Primary DNS Servers

Primary or Authoritative servers provide the definitive information for your DNS
domain, such as the names of servers and Web sites in it. They contain the editable
copy of the zone information and they are the last word in information related to
your domain. In fact, they help guide Internet users to your network public resources
such as web and-enail services.

Secondary DNS servers

A secondary DNS server holds a read only copy of the zone information. As specified
in the zone configuration, the secondg server updates its copy from the primary
server. When the primary server goes down, the secondary DNS server is used as a
backup server to process DNS request for the domain, and it still try to contact the
primary server until the expiration of a spefied period of time called TTL (Time To
live).After this period, both servers stop processing DNS queries for the domain.

DNS Caching Name Server

Most servers don't ask authoritative servers for DNS directly, they usually ask a
caching DNS servefor forwarder) to do it on their behalf. The caching DNS servers
then store (or cache), the most frequently requested information to reduce the lookup
overhead of subsequent queries. In fact, they help internal users to resolve and cache
Intranet and Internet hostnames for accessing internal and external resources. After
you set up your caching DNS server, you must configure each of your corporate
network PCs to use it as their DNS server.

NOTE: If you want to advertise your Web sitavww.my -site.comto the restof the
world, then a regular DNS server not a caching one is what you require. Regular or
authoritative name servers are also caching name servers by default.
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How forward DNS queries work?

There are 13 root authoritative DNS servers (higher Internet domsa authorities) that

all DNS servers query first. These root servers know all the authoritative DNS servers
for all the main domains com, .net, and the rest. This layer of servers keeps track of
all the DNS servers that Web site systems administratorvéassigned for their sub
domains. For example, when you register your domain pgjte.com, you are actually
inserting a record on the .com DNS servers that point to the authoritative DNS servers
you assigned for your domain.

A DNS query may be realized tiough iterative and recursive queries: For example,
for a DNS client to resolvewww.example.comto an IP address, the DNS client
forwards this query to its configured DNS cache server through a recursive query.
This server in turn, acts as a DNS client thee-forwards this query (if configured) to
another DNS cache server or directly tone of the 13 root authoritative DNS servers.
The server will be then redirected to ask the authoritative server for theomdomain,
which contains the IP address of theughoritative server of the example.comsub
domain which will be finally asked for thewww.example.comIP address.

How reverse DNS queries work?

Reverse DNS queries consist on getting the machine names while knowing the IP
address.The forward domain queryprocess for mysite.com, for example, scans the
FQDN from right to left to get increasingly more specific information about the
authoritative servers to use. Thén-addr.arpais the main domain to which all IP
addresses belong. The reverse DNS entry fogisen domain will be then thein-
addr.arpafollowed by the first 3 octets of the IP address in reverse order. For
example, if 194.126.23.0/24 class C public IP address range is assigned for the
mysite.com domain, then, the reverse domain name will 28.126.194.in-addr.arpa

3.2- Configuring Linux DNS Clients

3.2.1- Querying DNS servers/étc/resolv.conj:

DNS clients do not need the BIND package to be installed. Tete/resolv.conffile is
used to determine the IP addresses of the DNS servers of tlentIThe file generally
has two columns; the first contains a keyword, and the second contains the desired
values separated by commas. Thameservelkeyword specifies thdP address of your
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DNS nameserver, and if there is more than one nameserver, yonded to have
multiple "nameserver" lines.

As an example:

nameserver 192.168.1.100
nameserver 192.168.1.102

This will indicate for the client machine to forward DNS requests t1192.168.1.100
and192.168.1.10DNS cache servers.

3.2.2- Querying localfiles(/etc/hosty:

The /etc/hostsfile is just a list of IP addresses and their corresponding server names.
Your server will typically check this file before referencing DNS. If the name is found
with a corresponding IP address then DNS won't be queriedadit

Usually the first entry in /etc/hosts defines the IP address of the server's virtual

loopback interface (127.0.0.). This is usually mapped to the name

localhost.localdomain(the universal name used when a server refers to itself) and
localhost(the shortened alias name).

127.0.0.1 localhost.localdomain localhost

You must add a similar line to specify the name of your machine and your domain:

192.168.1.254 mypc.mydomain mypc

NOTE: You mustalways have docalhostand localhostlocaldomainentry mapping to
127.0.0.2for someLinux applicationsto work properly.

To add an entryfor a remote machinewe use the following format:

10.10.15.1 pcexample

In the example above servepcexamplehas an IP address df0.10.15.1.You can
accessl0.10.15.1using the ping, telnet or any other network aware program by
referring to it aspcexample For example:

# ping pcexample (or) # telnet pcexample
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3.3- DNS Wnder Linux (BIND)

BIND is an acronym for theBerkeley Internet Nane Domain project (You can
download BIND and many other tools fromhtip.//www.bind9.net), which is a group
that maintains the DNSrelated software suite that runs under Linux. The most well
known program in BIND isnamed the daemon that responds to DNS egues from
remote machines.

3.3.1- The BIND Package:

Most Fedora Linux software products are available in the RPM format. When
searching for the file, remember that the BIND RPM's filename usually starts with the
word "bind" followed by a version numberas in bind9.2.2.P39.i386.rpm.

3.3.2- The BIND service

The name of the daemon running the BIND DNS serviceriamed You can use the
chkconfig command to get BIND configured to start at boot. You can also start the
BIND after booting by using theservice named start ~command. You mustestart
the named service every time you make a change to the configuration file for the
changes to take effect on the running process. You can also uses¢héce named

reload instead of restarting the named servicgSee aragraph2.5 to for changing
BIND configuration files).

3.3.3 BIND service security (chroot)

Fedora BIND normally runs as th@amed processowned by the unprivilegednamed
user This can also limit the files theusernamedcan see. When installednamedis
fooled into thinking that the directory ivar/named/chrootis actually the root or/
directory. Therefore, named files normally found in theéetc directory are found in
/var/named/chroot/etcdirectory instead, and those you'd expect to find itvar/named
are actually located invar/named/chroot/var/named

The advantage of thighroot feature is that if a hacker enters your system via a BIND
exploit, the hacker's access to the rest of your system will be isolated to the files under
the chroot directory andnothing else.

You can determine whether you have thehroot add-on RPM by using therpm i q
bind-chrootcommand, which returns the name of the RPM.
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There can be confusion with the locations: Regular BIND installs its files in the
normal locations, and thechroot BIND add-on RPM installs its own versions in their
chroot locations.

NOTE: Unfortunately, the chroot versions of some of the files are empty. Before
starting Fedora BIND, copy the configuration files to theghroot locations. After this,
you canonly edit files in the chroot location.

3.3.4- BIND Configuration files

It is important to understand exactly where the files are located and for what they are
used as in the following table:

Purpose BIND chroot Location Regular BIND

Location

named.conf| Tells the names of /var/named/chroofetc letc
domains of the DNS
server and the zone
files location to be
used for each domain
May contain
forwardersIP
addresses.

Zone files | Contains the domain | /var/named/chroofvar/named | /var/named
databasehat links all
the IP addresses in
your domain to their
corresponding names
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3.4- Confiquring Linux DNS Server

The following explains the steps needed to configure your DNS BIND server:

3.4.1- Configuring resolv.conf

You'll have to make your DNS serverefer to itself for all DNS queries by configuring
the /etc/resolv.conffile to referencelocalhostonly.

nameserver 127.0.0.1

3.4.2- Confiuring named.conf

The /var/lnamed/chroot/etchamed.conffile contains the main DNS configuration and
tells BIND what domain (stated aszone) the server is responsible and where to find
the for configuration files containing domain information for each zone (and
forwardersif any). The configuration file for each domain or zone should be located
in the default directory d /var/named/chroot/var/named

The /etc/named.conf file usually has two zone areas:
o Forward zonefile definitions list files to map domains to IP addresses.

o0 Reverse zondle definitions list files to map IP addresses to domains.

(1) Corfiguring forward lookup zones

(1.1) Primary DNS zonhes

In this example, you'll set up the forward zone fonww.my -site.comby placing
entries at the bottom of thenamed.conffile. The zone file is nameany-site.zone
and, although not explicitly stated, tle file my-site.zoneshould be located in the
default directory of/var/named/chroot/var/named
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Use the code:

zone "my - site.com” IN {

type master;
file "my - site.zone";

The zone "my -site.com"  statement indicates for the server the DN&main name
which is my-site.com . The IN keyword indicates that /nternet classis used when
defining IP address mapping information for BIND. Thgpe master  indicates that
this is a primary zone, which means also that the server is a primary DNS serger f
the my-site.comdomain. The file "my-site.zone"indicates that zone information is
Ivar/named/chroot/var/namedmy-site.zone.

(1.2) Secondary DNS zones

In order to configure BIND on a separate server to act as a secondary server for the
my-site.comit 6s suf ficient to configure the zone a

zone "my - site.com” IN {
type slave;
file "my - site.zone";

k

The only difference is in the type glave which indicates for the server that it handles

a read only copy of the zone file. Theone file will be automatically created in the

Ivar/lnamed/chroot/var/nameddirectory on the secondary server after contacting the
primary server.

NOTES:

A Zone transfers that occur between primary and secondary DNS servers TGP
port 53. For this, wemust make sure firewalls on or between the server machines are
properly configured. You must also configure your firewall to allow the secondary
server to access primary servers on TCP port 53.
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A One server could be either primary or secondary at the satimee for a given zone
or domain. You cannot configure master and slave zones for the same domain on the
same server.

(2) Configuring Reverse lookup zones

Next, you have to format entries to handle the reverse lookups for your IP addresses.
You will have to create reverse zone entries for your corporate environment using the
194.126.23.0/24ddress space. This isn't important for the Windows clients on your
network, but some Linux applications require valid forward and reverse entries to
operate correctly This reverse zone definition fonamed.confuses a reverse zone file
namedmyreverse.zondor the 194.126.23.0/24 network.

zone "23.126.194.in - addr.arpa” {
type master;
file ™ myreverse .zone"

h

In some cases, the forward and reverse entriasthe zone files may not match. For
critical applications, such as-eommerce, these entries must be the same.

(3) Configuring Forwarders

If your DNS server is not directly connected to the Internet, but you want to use it as

a cache server, you musbafigure for it one or many IP addresses of DNS servers or

forwarders. In the named.conf file, you must enter the IP address of the forwarder (in
this casel94.126.23.1in the following section:

options {
forwarders {
194.126.23.1
h
h

3.4.3- Configuring the Zone Files

In all zone files, you can place a comment at the end of any line by inserting a semi
colon character and then typing in the text of your comment. By default, your zone
files are located in the directory/var/named/chroot/var/lnamed Each »ne file
contains a variety of entries that are shown in the following.
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Time to Live Value

The very first entry in the zone file is usually the zone's time to live (TTL) value.
Caching DNS servers cache the responses to their queries from authoritative DNS
servers. The authoritative servers not only provide the DNS answer but also provide
the information's time to live, which is the period for which it's valid.

The purpose of a TTL is to reduce the number of DNS queries the authoritative DNS
server has to aswer. If the TTL is set to three days, then caching servers use the
original stored response for three days before making the query again.

$TTL 3D

BIND recognizes several suffixes for timrelated values. For exampled signifies
days, aW signifies weeks, and arH signifies hours. In the absence of a suffix, BIND
assumes the value is iseconds

DNS Resource Records

The rest of the records in a zone file are usually BIND resource records. They define
the nature of the DNS information in your zone feés that's presented to querying
DNS clients. They all have the general format:

Name Class Type Data

There are different types of records for mail (MX), forward lookups (A), reverse
lookups (PTR), aliases (CNAME) and overall zone definitiorStart of Authority
(SOA). The data portion is formatted according to the record type and may consist of
several values separated by spaces. Similarly, the name is also subject to interpretation
based on this factor.

The SOA Record

The first resource recat is the Start of Authority (SOA) record, which contains
general administrative and control information about the domain. It has the format:

Name Class Type Name - Server Email - Address Serial - No Refresh Retry Expiry
Minimum- TTL

The record can be long, ahwill sometimes wrap around on your screen. For this, you
can insert new line characters between the fields as long as you insert parenthesis at
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the beginning and end of the insertion. You can also add comments to the end of each
new line separated by aesnicolon when you do this. Here is an example:

The following table explains what each field in th&OArecord means.

Field Description

Name The root name of the zone. The "@" sign is a shorthand reference to the current origin (zone) in the
/etc/named. conf file for that particular database file.

Class There are a number of different DNS classes. Corporate networks will be limited to the IN or Internet
class used when defining IP address mapping information for BIND. Other classes exist for non
Internet protocols and functions but are very rarely used.

Type The type of DNS resource record. In the example, this is an SOA resource record. Other types of
records exist, and will be covered later.

Name-server Fully qualified name of your primary name server. Must be followed by a period.

Email-address | The e-mail address of the name server administrator. The regular @ in the e-mail address must be
replaced with a period instead. The e-mail address must also be followed by a period.

Serial-no A serial number for the current configuration. You can use the date format YYYYMMDD with an
incremented single digit number tagged to the end. This will allow you to do multiple edits each day
with a serial number that both increments and reflects the date on which the change was made.

Refresh Tells the slave DNS server how often it should check the master DNS server.
Retry The slave's retry interval to connect the master in the event of a connection failure.
Expiry Total amount of time a slave should retry to contact the master before expiring the data it contains.

Future references will be directed towards the root servers.

Minimum-TTL | There are times when remote clients will make queries for servers or subdomains that don't exist.
Your DNS server will respond with a no domain or NXDOMAIN response that the remote client
caches. This value defines the caching duration your DNS includes in this response.

In the following is an example of the SOA record:

my- site.com IN SOA nsl.my - site.com. root.my - sit e.com. (
2004100801 ; serial #
4H : refresh
1H ; retry
1w ; expiry
1D) ; minimum
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So in the example, the primary name server is defined r@sl.my-site.com with a

contact email address ohostmaster@mysite.com The serial number is 2004100801
with refresh, retry, expiry, and minimum values of 4 hours, 1 hour, 1 week, and 1

day, respetively.

NOTE (1):If the search key to a DNS resource record is blank it reuses the search key

from the previous record which in this case of is the SOA @ sign. If you don't put a

period at the end of a host name in a SOA, NS, A, or CNAME record, BIWIDI
automatically tack on the zone file's domain name to the name of the host. So, BIND

assumes an A record with www refers tavww.my -site.com This may be acceptable
in most cases, but if you forget to put the period after the domain in the MX record
for my-site.com BIND attaches themy-site.comat the end, and you will find your

mail server accepting mail only for the domaimy-site.com.mysite.com

NOTE (2): For changes to take effects locally the serial must be incremented and the
Il tés 1 mportant

namedservice must ke
three to four days for your updated DNS information to be propagated to all 13 of the
world's root name servers. You'll therefore have to wait about this amount of time

restarted.

before starting to notce people hitting your new Web site for example.

NS, MX, A And CNAME Records
Like the SOA record, the NS, MX, A, PTR and CNAME records each occupy a single

line with a very similar general format.The following table outlines the way their

formats:

Record Field Descriptions
Type
Name Field Class Type
Field? Field
NS Usually blank IN NS IP address or CNAME of the
name server
MX Domain to be used for mail. Usually IN MX Mail server DNS name
the same as the domain of the zone
file itself.
A Name of a server in the domain IN A IP address of server
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Field Descriptions

Name Field Class Type

Field Field
CNAME Server name alias IN CNAME "A" record name for the server
PTR Last octet of server's IP address IN PTR Fully qualified server name

The following lines in the my-site.zonedefine some exaples of these record types:

NS nsl ; IP Address of nameserver
my- site.com. MX 10 pcmail ; Primary Mail Exchanger
nsl A 97.158.253.29
pcmail A 97.158.253.27
WWW CNAME pcweb
pcweb A 97.158.253.26

The first line defines the name sever for the domain, as beingl (which means
nsl.mysite.con), while the third line indicates that nsl.mysite.com has
97.158.253.29

The second line indicates tht the MX record is thepcmail.my-site.com which maps
to 97.158.253.27

The www entry in the fifth line is an alias topcweb.my-site.com which is mapped to
97.158.253.26

NOTE:Begi nni ng t hemydfsii t ®tocwithm dEankvepateltreferto the
same result since implicithi mg i t e wit ke mdiled to blank.

3.5- Troubleshooting DNS

There are a number of commands you can use to test your DNS servers. Linux uses
the host and dig commands, for example, but Windows us@slookup You canalso
check your DNS from the Internet by using public websites dedicated for such tests.
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3.5.1- The Host Command:

The host command accepts arguments that are either the fully qualified domain name
or the IP address of the server when providing resulfBo perform a forward lookup
by querying your default DNS server specified in thetc/resolv.conf use the syntax:

[root@mypc tmp]# host www.example.com
www.example.com has address 65.115.71.34

To perform a reverse lookup

[root@mypc tmp]# host 65.115 .71.34
34.71.115.65.in - addr.arpa domain name pointer 65 -115- 71- 34.example.com.

Here is an example of querying another DNS server, ns1.my-site.com, for the IP address of
www.example.com .

[root@mypc tmp]# host www.example.com nsl.my - site.com
Using domain  server:

Name: nsl.my - site.com

Address: 192.168.1.100#53

Aliases:

www.example.com has address 65.115.71.34

3.5.2- The nslookup Command:

The nslookup command provides the same results on Windows PCs. To perform
forward lookup, use.

C:\ > nslookup www.e xample.com
Server: 192- 168- 1- 200.my - site.com
Address: 192.168.1.200

Non- authoritative answer:

Name: www.example.com

Address: 65.115.71.34
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3.5.3- The Dig command:

You can also use thdig command to determine whether known DNS servers on the
Internet have received a valid update for your zone.

The following command uses the local DNS server for the query:

[root@mypc tmp]# dig my- site.com

- AUTHORITY SECTION:

mail.my - site.com. 3600 IN CNAME  www.my site.com.

WWW.Mmy- site.co  m. 3600 IN A 192.168.1.100

;; ADDITIONAL SECTION:

nsl.example.com. 3600 IN A 65.115.70.68

ns2.example.com. 3600 IN A 65.115.70.69
[root@mypc tmp]#

The hostcommand does one DNS queat a time, but thedig command is much more
powerful. When given the right parameters it can download the entire contents of
your domain's zone file. We can specify the type of record we want to get. For
example, we can use the following argumenfS, © A, 6Acéln this example, the
AXFR argument is used to get the whole contents of tiney-site.comzone file.

[root@pcexample tmp]# dig my site.com  AXFR

my- site.com. 3600 IN SOA WWW.my- site.com.
hostmaster.my - site.com. 2004110701 3600 3600 3600 3600

my- site.com. 3600 IN NS nsl.my - site.com.
192-168- 1- 96.my - site.com. 3600 IN A 192.168.1.96
localhost.my - site.com. 3600 IN A 127.0.0.1

mail.my - site.com. 3600 IN CNAME wwwmy - site.com.
WWW.my- site.com. 3600 IN A 192.168.1.100

Here is a successful dig using DNS sermsfL.yahoo.confor the query. As before, it
returns the SOA record for the zone.

[root@mypc tmp]# dig nsl.yahoo.com example.com NS
;7 AU THORITY SECTION:
example.com. 3600 IN NS ns2.example.com.

;; ADDITIONAL SECTION:
nsl.example.com. 3600 IN A 65.115.70.68
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3.5.4- Websites:

After youbve done with | ocal tests for your
some public tests via specific websites. There exist many websites to help you check

your public DNS server on the Internet, such aswww.checkdns.net or
www.dnsreport.com.For doing such tests, you just enter your domain name, and the

website will generde a complete report for your DNS records by showing any
configuration error or warning.

Conclusion

DNS is a service used by internal and external corporate network users for name

t o I P resolution. As a network administr:
configure the DNS service. For DNS clients, we configure name servers in the
/etc/resolv.conf file and local DNS entries in /etc/hosts. For DNS servers, the
named.conf file contains domain names and file location and forwarders IP

addresses, while zone Iis contains name to IP addresses database classified
according to many types of records such a
configuration change, the named service must be restarted. Many tools (dig, host)

and websites exist for testing your DNS server
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Chapter 4.

IPTABLES Real Case Scenario
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Aim of the chapter

The Aim of this chapter is to study a real case scenario that we can meet in nowadays
corporate networks. In this study the IPTABLES firewall is used asetltentral
firewall and it will be configured it in order to reveal most of its capabilities in secure
corporate network environments.

4.1- The Case fidy

4.1.1- Network Zones:

In Figd.1l is given the architecture of a simple corporate network consisting thiee
logical sub networks with private ranges: 192.168.1.0/24 for the IT department,

172.16.1.0/ 24 for Sales department and 10.

typical set of critical servers such a4EB (10.10.10.80)FTP (10.10.1021), and DNS
(10.10.1053), servers. The corporate network is connected to the Internet with the
class C public IP range 194.126.23.0/24.

4.1.2- The Firewall:

The iptablesfirewall is intercepting all of these network segments and it represents

the gateway to the Inernet. The firewall interfaces are configured in each network
segment as follows: interface ethO is configured with 192.168.1.1 in the IT department
network segment (192.168.1.0/24), ethl is configured with 172.16.1.1 in the Sales
department, eth2 with 100 0. 10. 1 in the serversod6 zone
address 194.126.23.1 in the Internet zone.

4.1.3- The Network hosts:

All internal network hosts in each segment are configured with the firewall as their
default gateway. That is, computers in the [@epartment are configured to have
192.168.1.1 as their default gateway, while those in the Sales department are

configured with 172.16.1.1 and servers in t

default gateway. This is essential for the firewall to harainter-zones traffic (that is
the internal traffic between zones and the external traffic between the corporate
network and the Internet)
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Internet

B ( 104.126.23.1

Firewall

192.168.1.1

users Servers zone
192.168.1.0/24 10.10.10.0/24

172.16.1.0/24

& %@@

4) FTP server
@ Web server ( 10.10.10.21
. 10101080
A

DNS server
10.10.10.53

Corporate Network

Fig 4.1 Corporate network logical structure
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4.2- Configuring Filtering

4.2.1- Configuring Access through the firewall

In the following example, the iptabés firewall will be configured properly through

the FORWARD chain in the filtering table in order to provide and control access

bet ween zones |, particularly, the access to
assume in the following that theéi Re j edcetf abtydtetyyds used in all cases.

4.2.1. F Allowing ICMP traffic

(case 1JCMP is a connectionless protocol and it is essential for troubleshooting your
network and servers. Sometimes you need to test yawatwork by using tools based
on this protool, such as ping or traceroute commands. For this, you must configure
your filtering table to accept traffic related to such tests.

A Policy:Let 6s assume that the stated filtering |
A Al AoydCMP traffico

A Rules: For this, you must configure the following command rule in your
FORWARD chain:

iptables A FORWARDpicmp -jACCEPT

A Interpretation: This rule will allow ICMP traffic between any two hosts and in
both directions.

(case 2Now Since allowing ICMP can be source of threaspecially if your firewall is
directly exposed to the Internet, itds bett
ICMP attacks possibilities, by protecting your critical server zone as in the following

example:

A Policy:L et 6 s as s u ned filterihgapolicytinhthee cosporateé network is the
following:

AAl lamw | CMP traffic exoept for the serversé
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A Rules:

iptables -A FORWARD -picmp 1i1d10.10.10.0/24 -j REJECT
iptables A FORWARD picmp -jACCEPT

A Interpretation: The firstrul e wi | | reject any |1 CMP traffic
zone (we could also specify source destination address as 10.10.10.0/24 since blocking

traffic in one way will block the whole ICMP sessionWe could alsaspecify the input

or output interface as t2). Thesecond rulewill allow any other ICMP traffic.

IMPORTANT NOTE! Changing the order of rules will change the policy itself
becauseieach packet s checked against .each ru.
For example, if the first and second rets were switched, all ICMP traffic will be
acceptedevenif t was destined to the serversb6é zone.

4.2.1.2 Configuring HTTP

In corporate networks, web servers may need to be accessed by internal and external
users. This can be shown in the following exarep

A Policy:L et 6s assume that the stated filtering |
i Al lany wserin the corporate networkor the Internetfoac c ess t he web ser

A Rules:For this, you must successively configure the following command rules in
your FORWARD chain:

iptables - A FORWARD -d 10.10.10.80 -p tcp 1 m multiport
-- sport 1024:65535 -- dport80 i mstate -- state NEW -jACCEPT

iptables - AFORWARDI m state  -- state ESTABLISHED -jACCEPT

A Interpretation: The first rule will allow any source IP address to eess the web

service hosted on the web server having the IP address 10.10.10.80 on destination

port 80 (http service) and with source port >1023 (client source ports). 8 ce it 6s not
specified with the-soption, the source IP address is considered to/Ben )y veée could

alsospecifyt h @ n f@gaurce IP address witl®/0 option). This rule will allow the 3-

way-TCP handshake since it specified tiEW state. Te established traffic is allowed
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in both directions (client-to-server and serveto-client) through the second rule.
(Note that first rule will not allow the establishedraffic to pass from cliento server)

NOTE: Justallowing access to the web server will make it accessible for internal users
but not from the outside Internet. For this, we need to alsconfigure DNAT (see

paragraph 3.3

4.2.1.3 Configuring DNS

A Policy: In this example, DNS is given in its simplest configuration: one DNS server
is used for serving requests for both internal and external users. Therefore, the
filtering policy that must be applied is to:

A Al | o usera thg corporate networkor the Internett o query t he DNS s el

A RulesOn your iptables firewall, the following rules must be added:

iptables - A FORWARD-d 10.10.10.53 -p udp T m multiport
-- sport 1024:65535 -- dport 53 -jACCEPT
iptables - AFORWARDI m state  -- state ESTABLISHED -j ACCEPT

A Interpretation: In the first rule, the initial traffic is allowed from any source IP
with client source port >1023 to the DNS server 10.10.10.53 on UDP destination port
53. Since NS is UDP based, the keyword NEW hakss significancebut the
ESTABLISHED keyword will allow the established traffic to pass in both directions in
the second rule.(Note that the established traffic in the client to server direction is
also alloweaby the first rule).

4.2.1.4 Configuring FTP

Here, the same principle is used as in the HTTP case, but with the difference that
RELATED traffic must be also allowed.

A PolicyLet 6s assume that the stated filtering
following:

fi Al lordywsersin the Sales department taccess th&TPs er v e r o
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A Rules:On your iptables firewall, the following rules must be added:

iptables - AFORWARDI s 172.16.1.0/24 -d 10.10.10.21 -p tcp 1 m multiport
-- sport 1024:65535 -- dport21 imsta te -- state NEW -jACCEPT
iptables - AFORWARDI m state  -- state ESTABLISHED,RELATED -jACCEPT

A Interpretation: The first rule allows the establishment of the control channel
(destination port 21) from client to server (10.10.10.21) only if client is in ¢h
172.16.1.0/24 IP range with client source port>1023.

In the second rule, he RELATED keyword represents traffic belonging to the data
connection from server to clienwhich will be allowed. The ESTABLISHED keyword
representghe established traffic beloging to both data and control channslwhich
will be also allowedin order to establish a complete FTP session.

NOTE: Theip_nat_fip andip_conntrack _fip modules need to be loaded with the
moaprobecommand for handling the FTP service through the firewalfSee chapter
IX for more information)

4.2.1.5 Configuring Filtering startegy

The filtering strategy is to reject by default. Therefore, thiast appended rulenust be
as follows:

For the FORWARD chain:

iptables - AFORWARD-j REJECT

4.2.1.6 The ovaall policy (etc/sysconfig/iptables).

All of the previous command rules can be applied successively and then saved to the
letc/sysconfig/iptablest i | e . | t Ohave @ne somindm \rudethat acceps any
ESTABLISHED or RELATED traffic for all previousoonections allowed by previous
rules. The last rule rejects any traffic by default in order to apply the filtering strategy.
The format of the file will show the order and body of thdéptablescommands that
were applied before savécommand:service iptabés save Such a file will look like

this:
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# Generated by iptables - save v1.2.9 on Mon Nov 8 11:00:07 2004
*ilter

:INPUT ACCEPT [0:0]

:FORWARD ACCEPT[0:0]

:OUTPUT ACCEPT [144:12748]

iptables - AFORWARD - picmp id10.10.10.0/24 - J REJECT
iptables i AFORWARD -picmp -jACCEPT
iptables - A FORWARD -d 10.10.10.80 -ptcp T m multiport -- sport 1024:65535 -- dport 80 i m state
-- state NEW -j ACCEPT
iptable s - AFORWARD-d 10.10.10.53 -pudp i m multiport -- sport 1024:65535 -- dport53 - j ACCEPT
iptables - AFORWARDI s 172.16.1.0/24 -d 10.10.10.21 -ptcp T m multiport -- sport 1024:65535
-- dport21 imstate -- state NEW -jACCEPT

iptables - AFORWARDI m state - state ESTABLISHED,RELATED - j ACCEPT
iptables - AFORWARD- j REJECT
COMMIT

# Completed on Mon Nov 8 11:00:07 2004

NOTE: that the order in which iptablescommands with thei A option are applied defines

the order of rules in the chain since this option appends the rule to the end of the chain.

For using these rules idlifferent order, use the | option. (See chapter IX for more details)

4.2.2- Configuring Access to the firewall

In the following, we will give examples of basic iptables configuration for allowing
the access to the iptables firewall itselfor this, you must configure the filtering
table, particularly, the INPUT and OUTPUT chains.

4.2.2.F Allowing ICMP traffic

A Policy: Since allowing ICMP can be source of threat especially if your firewall is

directyexpoped t o the | nter net ,rrulestirbosderlioedectease t o

icmp attacks possibilities, by specifyindor example, the type of ICMP packets.
Therefore, the filtering policy that must be applied is to:

i Al lalbugers fo access the firewall via ICMP with only specific ICMP tymes

A Rules:On your iptables firewall, the following rules must be added:

iptables -AOUTPUT -picmp -- icmp - type echo - reply - j ACCEPT
iptables -AINPUT -picmp -- icmp -type echo -request - j ACCEPT
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A Interpretation: For allowing incoming ICMP ping tests, the firgall must accept
ICMP echorequests (INPUT chain) and in turnlet passthe expected ICMP echo
replies (OUTPUT chain) generated by the firewall.

4.2.2.2 Allowing incoming ssh traffic

A Policy:l t s useful to conf i gur sshorteloetsedsions e wal |
through trusted networks. For example, the stated policy could be as follows:

AAl | ow onl y us er stodceesstht Erewhl/Viassleop ar t me n t

A Rules:On your iptables firewall, the following rules must be added:

iptables -AINPUT -s5192.168.1.0 /24 -p tcp -- dport22 -jACCEPT
iptables -AOUTPUT i mstate -- state ESTABLISHED -jACCEPT

A Interpretation: The first iptables ruleallows the firewall to accept TCP packets

destined to the firewall (since this rule is in the INPUT bain, we do not need to

specify the destination IP address. However, we can specify on which firewall IP

address with thei' d if we have multiple IP addressefbm any host having IP address

in the 192.168.1.0/24ange Since we did not specify any stateIif this direction, this

rule will allow in the same incoming direction, both the 3-way-TCP related

handshake traffic and the following incoming packets for the established traffis

for the outgoing established tr[Rkefword, itods
in the OUTPUT chain with the second rule.

NOTE: The following rules could give equivalent result:

iptables -AINPUT -s5192.168.1.0 /24 -ieth0 -d192.168.1.1 -p tcp
-- dport22 imstate -- state NEW,ESTABLISHED -jACCEPT

iptables -AOUTPUT i m state -- state ESTABLISHED -jACCEPT

In this example, we allowedn the first rule NEW or ESTABLISHED ssh traffic for
the INPUT chain. This accepts traffic from clientto-firewall (TCP handshake and
established traffic). The second rule in the OUTPUT chaallows the established
traffic from firewall -to-client.
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4.2.2.3 Configuring Filtering strateqy

The filtering strategy is to reject by default. Therefore, the lagb@ended rule must be
as follows or the INPUT chain:

iptables -AINPUT -j REJECT

4.3- Configuring NAT

Configuring NAT table in the iptables firewall consists on the POSTROUTING (SNAT
and MASQUERADE), PREROUTING (DNAT) chains.

IMPORTANT NOTE: Once SNAT, DNAT or MASQUERADE have been configured

in the nat table, you will have to configue iptablesto allow the correspondingpacket

flow in the filter table to passthrough the firewall. In fact, nat policy mayfienab |l e 0
the access or not while Filtering policy mayi a ¢ ¢ #e ¢ornection or not. For
example,if in the filter table web browsng (http 80) was prohibited internet users

will not be able to browse the internal web server even if NDAT was properly
configured in the nat table
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4.3.1- Configuring SNAT

SNAT could be configured to enable the access to the Internet faternal users
according to the following IP scheme:

Internet

eth3
194.126.23.1

Firewall

Public IP adresses eth3:1
194.126.23.40,

eth3:2
194.126.23.50

Private IP adresses

Servers zone
10.10.10.0/24

Sales users

172.16.1.0/24 ' ﬁ
s gy
Ey FTP server |
Web server ( 10.10.10.21
10.10.10.80 N
4

DNS server
10.10.10.53

Corporate Network

Fig 4.2SNAT IP scheme

A Policy: L et 6s assume that the stated nat pol i c
following:

AEnabl e users i n the | T and Sal es depart ment
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A Rules:On your iptables firewall, the following rules must be added:

iptables -tnat -APOSTROUTING-s 192.168.1.0/24 -] SNAT
-- to -source 194.126.23.40

iptables -tnat -APOSTROUTING-s 172.16.1. 0/24  -jSNAT
-- to -source 194.126.23.50

A Interpretation: All clients on the private network192.168.1.0/24etwork will be
SNATed to thel94.126.23.4@ublic externalIP addressThe same is for clients on
172.161.0/24 and the 194.126.23.3P addressThis will enable the access to public
Internet from clients with private IP ranges

NOTE: We can also specify a or-one relation by determining a single IP address
on the private network.

iptables -tnat -APOSTROUTING-s192.168.1.100 -] SNAT
-- to - source 194.126.23.100

In this example, only the client with the192.168.1.100P address will be SNATed to
the 194.126.23.10@ublic interface.Note also that the order in which rules are placed
is obviously an important issue. In this example, it will not make sense to place the
(one-to-one) rule after the (oneto-many) rule because it will be masked: The
192.168.1.100client IP address will be SNATed t0194.126.23.40instead of
194.126.23.10Gince therule that matches the conditionfirst will be applied first.

4.3.2- Configuring Masquerading:

To enable IT users the MASQUERAILEd on eth3, use the following command:

iptables -APOSTROUTING-tnat -oeth 3 -s5192.168.1.0/24 - ] MASQUERADE

Note that here no need to specify the IP address to do MASQUERADE (since the
default is taken) but we need to specify the intexte from which to take the default

IP address. Interface eth3 is the interngiublic interface. All client on the inside
network 192.168.1.0/24vill be masqueraded to the default IP address on the public
interface (eth3).
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4.3.3 Configuring DNAT

DNAT could be configured to enable access from the Internet to the WEB and DNS
servers according to the following IP scheme example:

Internet
eth3 194.126.23.53
Public IP adresses 194.126.23.1 194.126.23.80

Firewall

Private IP adresses

IT users Servers zone

192.168.1.0/24 10.10.10.0/24
44
. E‘)

Web server
10.10.10.80

Sales users
172.16.1.0/24

FTP server ||

ﬁ 10.10.10.21
X

/

DNS server
10.10.10.53

Corporate Network

Fig 4.3DNAT IP scheme

A Policy:L et 0s assume t hat t he stated nat
following:

A E n a kérnet users to access the WeBd DNSserver®
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A Rules:On your iptables firewall, the following rules must be added:

iptables -tnat -APREROUTING-d 194.126.23.80 -p tcp -- dport 80
-] DNAT -7 to - destination 10.10.10.80

iptables -tnat -APREROUTING-d 194.126.23.53 -p udp -- dport80
-jDNAT -ito - destination 10.10.10.53

A Interpretation: In this example, all requests on the public interfact94.126.23.80
on port 80 tcp will be redirected t010.10.10.80, and request& 194.126.23.53n port
80 udp will be redirected t010.10.10.53.Note that we may not specify the destination
ports in these rules, but we will be obliged to in casve have one public IP address
that maps to many different private servers.

NOTE: As stated earlier, in order foyour web and DNS servers to be accessible from
the outside Internet, your filtering table must also be configured to allow this access.
(See paragraphsZ22 and 2.1.3)

4 4- Configuring User Defined ®ains

As an example of user defined chains, refer teetfollowing:

iptables - N checkicmp

iptables - A checkicmp -picmp ! 17s192.168.0.1/24 -d 10.10.10.0/24
1) REJECT
iptables -A FORWARD picmp -] checkicmp

In this example we have created one user defined chain in the filter table named
checkicmpwith th e first rule. In the second rule, we have appended one rule to this
chain that rejectsICMP traffic if it did not originate from 192.168.0.1 and was
destinated to 10.10.10.0/24The third rule makes use of thecheckicmp chain by
jumping to it as a target wen the protocol is ICMP in the FORWARD chain.

4 5- Configuring Logging

For examplejf your FTP server 10.10.10.2% holding confidential dat, you may
want to log all traffic destinated tat as inthe following commandexample

iptables -A FORWARD d 10.10.10.21 -] LOG
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Chapter 5:

DNS BIND (REAL CASE SCENARIO)
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Aim of the Chapter

The Aim of this chapter is to study a DNS real case scenario that we can meet in
nowadays corporate networks.

5.1- Introduction

The DNS serviceis generally used incorporate networks by both internal and
external users. In factpublic DNS serverwill help guide Internet uses to your
network public resources such as web anenaail services, whileprivate DNS servers
are used to help your interal users to resolve Intranet and Internet host names for
accessing internal and external resourceBecause of this, hostnames will be
registered with their public IP addresses, on the public DNS server, while registered
with their private IP addresses orthe private DNS server. This chapter will show
public and private DNS implementations in order to understand the most common
used DNS solution: th&PLIT DNS

5.2- Configuring Intranet NameResolution

In the following figure is given the corporate networkopology:
Firewall

192.168.1.1

Servers zone

172.16.1.1

10.10.10.0/24
users
192.168.1.0/24 os uoy
Sales users <J
@ @ 1616.1.0/24 NS (14
S

@@ S Web server  FTP server Mail server
@ < 10.10.10.80  10.10.10.21 10.10.10.25

S

CLIENTS

Private DNS server
0.10.10.200

Corporate Network

Fig 5.1 DNS real case topology
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5.2.1- Configuring DNS clients

A Recommendations

All corporate users must be able to resolve names by querying the private DNS server

A Configuration

Each DNS client must be configured as follows:

letc/resolv.conf

nameserverl0.10.10200

NOTE: the firewall must be configured to allow client DNS request on UDP port 53.

5.2.2- Configuring the private DNS server

A Recommendations

The private DNS server must be configured to be the authoritative DNS server for the

oi ul
servers?d

A Configuration

. dadnain ih drder to helpinternal users to resolve only internal corporate
names.

In this case, theprivate DNS servemill be used to help only internal users to resolve
Intranet host names for accessing internal resourcé&$erefo r e ,
be configured with their private IP addresses according to the following:

Server role Servers Name(s) IP address

Web server www.iul.edu.lb 10.10.10.80
web.iul.edu.lb
Mail server mail.iul.edu.lb 10.10.10.25
FTP sever ftp.iul.edu.lb 10.10.10.21
Private DNS server| privns.iul.edu.lb 10.10.10.200

serversbo
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(1) Forward Zone configuration:

On the private DNS server, we must configure thiear/named/chroot/etc/named.conf
with the following zone:

(2) Zone file:

T h dul.edu.lbdo z o n/ear/iaméd/ehrobt/var/named/iul.zong must be configured
on the private DNS serveas follows:
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5.3- Configuring the Public DNS Srver

We assume that theat and filter tables are configured on the firewall in order to
allow public access to your internal servers including the DNS server itself.

Internet

194.126.23.153 -
194.126.23.25

N
194.126.23.80\ N

\ \ \

Firewall

Servers zone
10.10.10.0/24
192.168.1.0/24

& < Q@ 1616.1.0/24 &) \‘ g g

S Web server  FTP server Mail server Public DNS server
@® S < 10.10.10.80  10.10.10.21 10.10.10.25 10.10.10.53
S

o

Private DNS server
0.10.10.200

Corporate Network

Fig 5.2Public DNS requirements

A Recommendations

The public DNS server must be configured to be the authoritative DNS server for the
Oiul . edu. |l bo do maintemnet iugserstm resbleer intetnal colperatep
serversd® names.
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A Configuration

In this case,an additional public DNS serverwill be configured to help guidng
Internet users to your network public resources such as web andneail services.
Therefore, s ethecenfigui@dwitathes gublimli addresses according
to the following:

Server role Servers Name(s) IP address

Web server www.iul.edu.lb 194.126.23..8(

web.iul.edu.lb

Mail server mail.iul.edu.lb 194.126.23.25

Public DNS server | pubns.iul.edu.lb 194.126.23.53

NOTE:Her e, we donoét need to access (Thee ftp
public DNS server needs to be publisheDNAT) to the Internet for iterative DNS
client queries to work.

(1) Forward Zone configuration

On the public DNS server, wecan configure the /var/named/chroot/etc/named.conf
with the samezoneconfigurations as with the private DNS server

zone.eduul bd

type master ;
file fAiul.zocd
j
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(2) Zone file:

T h aeul.edu.lbo z o n /ear/Maméd/ehropt/var/named/iul.zong must be configured
as follows:

$TTL 3D
iul.edu.lb. IN SOA pubns.iul.edu.lb . root.pubns.iul.edu.lb
(

42 : serial

3H ; refresh

15M ; retry

1w ; expiry

1D) ;minimu m

NS pubns ;  Nameserver

pubns A 194.126.23.53 ;1 P Address of nhameserver
iul.edu.lb. MX mail : Mail server
mail A 194.126.23.25 : IP address of Mail server
web A 194.126.23.80 ;. web server
\ANARAS CNIANME wiah - aliae tn wah caniar

54- Providing the Complete DNS &ution

A Recommendations

Corporate users need to resolbmth Internet and intranetdomain names.

A Configuration

By configuring the private and public DNS severs as mentioned previoughgragraph

5.2 and5.3), Il nternet users are able to resolve yc
into their public IP addresses while corporate users are only able to resolve corporate
net work serversod®6 names into their private |F

Therefore, we need to configure therivate DNS server to forward DNS queries to
the public DNS server. In this case, both servers will act as authoritative and cache
servers in the same time. This DNS solution is referred to as@RLIT DNS
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o

Internet

.

Firewall

Fig 5.2 Privateand publicDNS requirements

On the private DNS servenyve must configurethe var/named/chroot/etc/named.conf
as follows:

A Another more advanced solution would be toused i f f e r efeature m the ws 0
BIND named.conffile. This feature allows us to configure on the same physical DNS
server andfor the same domain, different zone databases which can be queried
according to client IP addresses. By using thed i f f e r e wetcouMd imergeshe
private and public DNSsevers on one physical machine.
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